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Lab 4.2.4 Router show commands
Estimated time: 30 min.
Objectives:
·  Become familiar with the basic router show commands  
·  Retrieve the current running configuration of the router in RAM using show running-config  
·  View the backup configuration file in NVRAM using show startup-config  
·  View the IOS file information using show flash and show version 
·  View current status of the router interfaces using show interface 
·  View status of any configured layer 3 protocol using show protocol 
Background: 
This lab will help you become familiar with the router show commands. The show commands are the most important information gathering commands available for the router. The show running-config (or "show run") is probably the single most valuable command to help determine the current status of a router because it displays the active configuration file running in RAM. The show startup-config (or "show start") command displays the backup configuration file that is stored in non-volatile or NVRAM. This is the file that will be used to configure the router when it is first started or rebooted with the "reload" command. All of the detailed router interface settings are contained in this file.

The "show flash" command is used to view the amount available and amount used of flash memory. Flash is where the Cisco Internetwork Operating System (IOS) file or image is stored. The show arp command displays the router's IP to MAC to Interface address mapping. The show interface command displays statistics for all interfaces configured on the router. Show protocol command displays global and interface-specific status of configured layer 3 protocols (IP, IPX, etc.).

Tools / Preparation: 

Prior to starting the lab you will need to connect a PC with HyperTerminal to a router using the router's console interface with a roll-over cable. Work individually or in teams. Before beginning this lab you may want to read the Networking Academy First Year Companion Guide, Chapter 13. You should also review On-line Chapter 4. Be familiar with the following show commands:  
·   Show ?  
·  Show clock 
·  Show hosts  
·  Show users  
·  Show history  
·  Show arp 
·  Show flash  
·  Show running-config  
·  Show startup-config  
·  Show interface 
·  Show protocol  
·  Show version 
Resources Required:      
· PC with monitor, keyboard, mouse, and power cords etc.  
· Windows operating system (Win 95, 98, NT or 2000) installed on PC  
· HyperTerminal PE program configured for router console access  
· PC connected to the Router console port with a roll-over cable 
Websites Sites Required:     
Routing basics 

 HYPERLINK "http://www.cisco.com/univercd/cc/td/doc/pcat/" \l "2" \t "_blank" 
General information on routers

 HYPERLINK "http://www.cisco.com/warp/public/cc/pd/rt/2500/index.shtml" \t "_blank" 
2500 series routers 
1600 series routers

 HYPERLINK "http://www.cisco.com/univercd/cc/td/doc/cisintwk/ita/index.htm" \t "_blank" 
Terms and acronyms 

 HYPERLINK "http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/12cgcr/rbkixol.htm" \t "_blank" 
IP routing protocol IOS command summary

 HYPERLINK "http://www.cisco.com/warp/public/701/3.html" \t "_blank" 
Beginning IP for new users  
Notes: 
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Step 1 - Log on to router. 
Explanation: Connect to the router and login. Enter the password cisco if prompted. 
Step 2 - Enter the help command. 
Task: Enter the help command by typing (?) at the router prompt. 
Explanation: The router responds with all commands available in User-Mode. 
 
1a. What did the router reply back with ?
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1b. Are all router commands available at the current prompt?[image: image6.png]


     
2. Is show one of the options available?
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Step 3 - Display help for the show command. 
Task: Enter the show ? command 
Explanation: The router responds with sub-commands available as part of the show command in user mode.  
3. List three user mode sub-commands available as part of the show command. 
	Show – sub command
	Description

	 
	 

	 
	 

	 
	 


Step 4 - Display IOS version and other important information with the show version command. 
Task: Enter the show version command. 
Explanation: The router will return information about the IOS that is running in RAM. 
4. With information from the show version command - Answer the questions below:  
a. What is the IOS version?
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b. What is the name of the system image (IOS) file? 
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c. Where was the router IOS image booted from? 
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d. What type of processor (CPU) and how much RAM does this router have?      [image: image11.png]


 
e. How many Ethernet interfaces does this router have? ____ How many Serial interfaces?  ____ 
f. The router backup configuration file is stored in Non-Volatile Random Access Memory (NVRAM).  How  much NVRAM does this router have?
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g. The router operating system (IOS) is stored in Flash memory. How much flash memory does this router have? 
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h. What is the Configuration register set to?
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Step 5 - Displaying the routers time and date. 
Task: Enter the show clock command. 
Explanation: The show clock command will show the current time and date. 
5. What information is displayed with show clock?
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Step 6 - Displaying a cached list of host names and addresses. 
Task: Enter show hosts command. 
Explanation: The show hosts command displays a cached list of hosts and all of their interface IP addresses. 
6. What information is displayed with show hosts? 
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Step 7 - Display users that are connected to the router. 
Task: Enter show users command. 
Explanation: The show users command displayed users that are connected to the router. 
7. What information is displayed with show users? 
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Step 8 - Showing the command buffer. 
Task: Enter show history command.
Explanation: The show history command displays a history of commands that have been entered.
8. What information is displayed with show history?
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Step 9 - Enter the privileged mode. 
Task: a. From user EXEC mode, enter privileged EXEC mode using the enable command.  
         b.  Enter the enable password of class. 
Explanation: Enter the enable mode from the User EXEC mode.
9a. What command did you use to enter privileged mode?
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9b. How do you know if you are in privileged-mode?

[image: image20.png]



Step 10 - Enter the help command. 
Task: Enter show ? command at the router prompt.
Explanation: The router responds with the sub-commands available within the show command for Privileged-mode.
10 a. What did the router reply back with when show ? was entered at the #?[image: image21.png]


    

10 b. How is this output different from the one you got in user mode in step 3?
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Step 11 - Show the router ARP table. 
Task: Enter the show arp command at the router prompt. 
Step 12 - Show information about the Flash memory device. 
Task: Enter show flash at the router prompt. 
Explanation: The router will respond with information about the flash memory and what IOS file(s) are stored there. 
12. Document the following information with show flash.

a. How much flash memory is available and used?
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b. What is the file that is stored in flash memory?
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c. What is the total size in bytes of the flash memory?
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Step 13 - Show information about the active configuration file. 
Task: Enter show running-config (or show run) at the router prompt.
Explanation: The router will display information on how it is currently configured. 
13. What important information is displayed with show run?
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Step 14 - Show information about the backup configuration file. 
Task: Enter show startup-config (or show start) at the router prompt.
Explanation: The router will display information on the backup configuration file stored in NVRAM. 
14. What important information is displayed with show start and where in the router is this information kept? 
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Step 15 - Display statistics for all interfaces configured on the router. 
Task: Enter show interface at the router prompt. 
Explanation: The router shows information about the configured interfaces. 
15a. Find the following information for interface Ethernet 0 with show interface:

1. What is MTU?
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2. What is Rely?
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3. What is Load?
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4. What is a Runt?
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5. What is a Giant?
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15b. Find the following information for interface serial0 with Show Interface:

1. What is the IP address and subnet mask?
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2. What data link layer encapsulation is being used?

[image: image34.png]




3. What does "Serial0 is up, line protocol is up" mean?
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Step 16 - Display the protocols configured on the router. 
Task: Enter show protocol at the router prompt. 
Explanation: This command shows the global and interface-specific status of any configured Layer 3 protocols. 
16. What important information is displayed?
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16b. Enter exit at the router prompt.
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Lab 4.2.4 Router show - Answers 

1.
a. What did the router replay back with? Router-name>
b. Are all router commands available at the current prompt? No only User-mode commands are available
2. Is show one of the options available? Yes
3. List three (3) user mode show commands.
	Show - sub command
	Description

	Show clock
	Display the system clock

	Show hosts
	IP domain-name, lookup style, nameservers, and host table

	Show version
	IOS software version information and System hardware status


User Mode Show Commands (Output generated by a Cisco 2501 router) 

	lab-b>show ?
  clock Display the system clock
  history Display the session command history
  hosts IP domain-name, lookup style, nameservers, and host table
  kerberos Show Kerberos Values
  modemcap Show Modem Capabilities database
  ppp PPP parameters and statistics
  rmon rmon statistics
  sessions Information about Telnet connections
  snmp snmp statistics
  terminal Display terminal configuration parameters
  users Display information about terminal lines
  version System hardware and software status


4. With information from the show version command, answer the questions below (Answers will vary depending on the router model and IOS version): 

a. What is the IOS version? 11.1(7)AA
b. What is the name of the system image (IOS) file? c1600-nsy-l.111-7.AA
c. Where was the router IOS image booted from? Flash memory
d. What type of processor (CPU) and how much RAM does this router have? cisco CPA1600 (68360) processor (revision C) with 3584K/512K bytes of memory
e. How many Ethernet interfaces does this router have? One How many Serial interfaces? Two
f. The router backup configuration file is stored in Non-Volatile Random Access Memory (NVRAM). How much NVRAM does this router have? 8K bytes of non-volatile configuration memory
g. The router operating system (IOS) is stored in Flash memory. How much flash memory does this router have? 6144K bytes of processor board PCMCIA flash (Read ONLY) - or appx 6 megabytes
h. What is the Configuration register set to? Configuration register is 0x102 

Results of show version command (Output generated by a Cisco 1601 router) 

	lab-c>show version
Cisco Internetwork Operating System Software
IOS (tm) 1600 Software (C1600-NSY-L), Version 11.1(7)AA, EARLY DEPLOYMENT RELEASE SOFTWARE (fc2)
Copyright (c) 1986-1996 by cisco Systems, Inc.
Compiled Thu 24-Oct-96 05:24 by kuong
Image text-base: 0x080202B8, data-base: 0x02005000 

ROM: System Bootstrap, Version 11.1(10)AA, EARLY DEPLOYMENT RELEASE SOFTWARE (fc1)
ROM: 1600 Software (C1600-BOOT-R), Version 11.1(10)AA, EARLY DEPLOYMENT RELEASE
SOFTWARE (fc1)
lab-c uptime is 1 week, 2 days, 6 hours, 54 minutes
System restarted by reload
System image file is "flash:c1600-nsy-l.111-7.AA", booted via flash
cisco CPA1600 (68360) processor (revision C) with 3584K/512K bytes of memory.
Processor board ID 04176122
Bridging software.
X.25 software, Version 2.0, NET2, BFE and GOSIP compliant.
Authorized for CiscoPro software set only.
1 Ethernet/IEEE 802.3 interface.
2 Serial(sync/async) network interfaces.
System/IO memory with parity disabled
8K bytes of non-volatile configuration memory.
6144K bytes of processor board PCMCIA flash (Read ONLY)
Configuration register is 0x102


5. What information is displayed with show clock? Time, Day, Month, Year. 

Results of show clock command (Output generated by a Cisco 2503 router) 

	lab-b>show clock
*22:17:53.250 UTC Mon Mar 1 1993


6. What information is displayed with show hosts? A cached list of host names and IP addresses. Flags that tell how information was learned and its current status. Age, measured in hours, since the entry was referred to. 

Results of show host command (Output generated by a Cisco 2503 router) 

	lab-b>show host
Default domain is not set
Name/address lookup uses domain service
Name servers are 255.255.255.255
Host Flags Age Type Address(es)

LAB-A (perm, OK) 22 IP 192.5.5.1 201.100.11.1
LAB-B (perm, OK) 22 IP 219.17.100.1 205.7.5.1
199.6.13.1 201.100.11.2
LAB-C (perm, OK) 22 IP 223.8.151.1 204.204.7.1
199.6.13.2
LAB-D (perm, OK) 22 IP 210.93.105.1 204.204.7.2
LAB-E (perm, OK) 22 IP 210.93.105.2


7. What information is displayed with show users? Shows all users connected to the router either directly or remotely.
Results of show users command (Output generated by a Cisco 2514 router)
	lab-b>show users
Line      User      Host(s)      Idle Location 

* 1 aux 0             idle             0


8. What information is displayed with show history? Shows up to the last 10 commands issued to the router.
Results of show history command (Output generated by a Cisco 2501 router)
	lab-b>show history
 show clock
 show users
 show history


9.
a. What command did you use to enter privileged-mode? Enable
b. How do you know if you are in privileged-mode? The router prompt has a # instead of > after the router name
10.   
a. What did the router reply back with when show ? was entered at the #? The router responds with the show sub commands available for privileged-mode.
b. How is this list different from the list you retrieved in step - 3 when you were in User-mode? Because you are in privilege-mode you have all show sub commands available to you.
11. What is the arp table? The arp table holds IP to MAC to Interface mappings
12. Enter show flash at the router prompt.
a. How much flash memory is available and used? 1506796 available, 6881812 bytes used
b. What is the file that is stored in flash memory? The IOS file igs-j-l.111-5 is stored in flash memory
c. What is the total size in bytes of the flash memory? 8192K bytes (8 megabytes)
Results of show flash command (Output generated by a Cisco 2514 router)
	Lab-A#show flash 

System flash directory:
File Length Name/status
1 6881748 igs-j-l.111-5
[6881812 bytes used, 1506796 available, 8388608 total]
8192K bytes of processor board System flash (Read/Write)


13. What important information is displayed with show run? The active configuration file
Results of show running-config command (Output generated by a Cisco 2514 router)
	lab-A#show running-config
Building configuration....
Current configuration:
!
!
version 11.1
service slave-log
service udp-small-servers
service tcp-small-servers
!
hostname Lab-A
!
boot system igs-j-l.111-5
enable secret 5 $1$itif$vqTo8RC73KajshkzpFObr/
enable password cisco
!
interface Ethernet0
ip address 192.5.5.1 255.255.255.0
!
interface Ethernet1
ip address 205.7.5.1 255.255.255.0
!
interface Serial0
ip address 210.100.11.1 255.255.255.0
bandwidth 56
no fair-queue
clockrate 56000
!
interface Serial1
no ip address
shut down
!
router igrp 100
network 192.5.5.0
network 205.7.5.0
network 201.100.11.0
!
ip host Lab-A 192.5.5.1 205.7.5.1 201.100.11.1
ip host Lab-B 219.17.100.1 199.6.13.1 201.100.11.2
ip host Lab-C 223.8.151.1 204.204.7.1 199.6.13.2
ip host Lab-D 210.93.105.1 204.204.7.2
ip host Lab-E 210.93.105.2
no ip classless
!
line con 0
exec-timeout 0 0
password cisco
login
line aux 0
line vty 0 4
password cisco
login
end


14. What important information is displayed with show start and where in the router is this information kept? The backup configuration file, startup-config is stored in NVRAM
Results of show startup-config command (Output generated by a Cisco 2514 router)
	Lab-A#show startup-config
Using 960 out of 32762 bytes
!
version 11.1
service slave-log
service udp-small-servers
service tcp-small-servers
!
hostname Lab-A
!
NOTE: The remainder of output should be the same as the show running-config command unless changes have been made to the current running configuration that have not been copied to the startup configuration.


15a. Find the following information for interface Ethernet 0 with Show Interface:
1. What is the MTU? Maximum Transmission Unit - Ethernet is 1,500 bytes
2. What is Rely? Reliability of the interface - 255/255 is 100% reliable
3. What is Load? Load on the Interface - 255/255 is completely saturated
4. What is a Runt? An Ethernet packet that is less than the 64 byte minimum
5. What is a Giant? An Ethernet packet that is greater than 1,500 byte maximum
15b. Find the following information for interface serial0 with Show Interface:
1. What is the IP address and subnet mask? 199.6.13.1 255.255.255.0
2. What data link layer encapsulation is being used? HDLC (High Level Data Link Control)
3. What does "Serial0 is up, line protocol is up" mean? "Serial0 is up" means that there is a Carrier Detect signal. "Line protocol is up" means that keepalive messages are being received
Results of show interface command (Output generated by a Cisco 2514 router)
	Lab-A#show interface
Ethernet0 is up, line protocol is up
Hardware is Lance, address is 0000.0c3b.f3a6 (bia 0000.0c3b.f3a6)
Internet address is 192.5.5.1/24
MTU 1500 bytes, BW 10000 Kbit, DLY 1000 usec, rely 255/255, load 1/255
Encapsulation ARPA, loopback not set, keepalive set (10 sec)
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:13, output 00:00:02, output hang never
Last clearing of "show interface" counters never
Queueing strategy: fifo
Output queue 0/40, 0 drops; input queue 0/75, 0 drops
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
27107 packets input, 15017900 bytes, 0 no buffer
Received 172 broadcasts, 0 runts, 0 giants
3 input errors, 3 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 input packets with dribble condition detected
37514 packets output, 2657602 bytes, 0 underruns
0 output errors, 0 collisions, 1 interface resets
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out
10553 packets output, 1038298 bytes, 0 underruns
0 output errors, 0 collisions, 1 interface resets
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out
Serial0 is up, line protocol is up
Hardware is HD64570
Internet address is 210.100.11.1/24
MTU 1500 bytes, BW 56 Kbit, DLY 20000 usec, rely 255/255, load 1/255
Encapsulation HDLC, loopback not set, keepalive set (10 sec)
Last input 00:00:00, output 00:00:07, output hang never
Last clearing of "show interface" counters never
Queueing strategy: fifo
Output queue 0/40, 0 drops; input queue 0/75, 0 drops
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
10513 packets input, 667585 bytes, 0 no buffer
Received 10488 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
10411 packets output, 643047 bytes, 0 underruns
0 output errors, 0 collisions, 2 interface resets
0 output buffer failures, 0 output buffers swapped out
0 carrier transitions
DCD=up DSR=up DTR=up RTS=up CTS=up
Remainder of output truncated.


16. What important information is display? Global and interface-specific status of any configured level 3 protocols
Results of show protocol command (Output generated by a Cisco 2514 router)
	Lab-A#show protocol
Global values:
Internet Protocol routing is enabled 

Ethernet0 is up, line protocol is up
Internet address is 192.5.5.1/24
Ethernet1 is up, line protocol is up
Internet address is 205.7.5.1/24
Serial0 is up, line protocol is up
Internet address is 199.6.13.1/24
Serial1 is administratively down, line protocol is down


16b. Enter exit at the router prompt. 

