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Lab 4.3.5  CDP neighbors
Estimated time: 30 min.

Objectives:  
· Use CDP commands to get information about neighboring networks and routers. 
· Display information on how CDP is configured for its advertisement and discovery frame transmission. 
· Display CDP updates received on the local router.
Background: 
In this lab you will use the show cdp command. Cisco Discovery Protocol (CDP) discovers and shows information about directly connected Cisco devices (routers and switches). CDP is a Cisco proprietary protocol that runs at the data link layer (layer 2) of the OSI model. This allows devices that may be running different network layer 3 protocols such as IP or IPX to learn about each other. CDP begins automatically upon a device's system startup, however if you are using Cisco IOS Release 10.3 or newer version of IOS you must enable it on each of the device's interfaces by using the cdp enable command. Using the command show cdp interface you will gather information CDP uses for its advertisement and discovery frame transmission. Use show cdp neighbors and show cdp neighbors detail to display the CDP updates received on the local router. 
Tools / Preparation: 
Prior to starting the lab you will need to connect a PC w/ HyperTerminal to a router using the router's console Interface with a roll-over cable. Work individually or in teams. Before beginning this lab you may want to read the Networking Academy First Year Companion Guide, Chapter 13. You should also review On-line Chapter 4. Be familiar with the following show commands:
· show interface 

· show cdp 

· show cdp interface 

· show cdp neighbors 

· show cdp neighbors detail
Resources Required: 
· PC with Windows operating system and HyperTerminal installed  

· Router connected to the PC with a console roll-over cable 

· At least 3 routers interconnected via Ethernet or WAN simulation cables
Websites Sites Resources:   
Routing basics 

 HYPERLINK "http://www.cisco.com/univercd/cc/td/doc/pcat/" \l "2" \t "_blank" 
General information on routers

 HYPERLINK "http://www.cisco.com/warp/public/cc/pd/rt/2500/index.shtml" \t "_blank" 
2500 series routers 
1600 series routers

 HYPERLINK "http://www.cisco.com/univercd/cc/td/doc/cisintwk/ita/index.htm" \t "_blank" 
Terms and acronyms 

 HYPERLINK "http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/12cgcr/rbkixol.htm" \t "_blank" 
IP routing protocol IOS command summary

 HYPERLINK "http://www.cisco.com/warp/public/701/3.html" \t "_blank" 
Beginning IP for new users     
Notes:
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Step 1 - Log on to router. 
Explanation: Connect to the router and login. Enter the password cisco if prompted.
Step 2 - Gather information about the router you logged into by issuing the show interface command.  
Task: Enter show interface command at the router prompt. 
Explanation: The router shows information about the configured interfaces.
1. Document the following information about the router:
a. What is the name of the router? 
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b. List IP address and subnet mask of the interfaces.

	Interface 
	IP Address 
	Subnet mask 

	 
	 
	 

	 
	 
	 

	 
	 
	 

	  
	 
	 


c. List operational status of each interface. 

	Interface
	Interface Up or Down? (Carrier Detect Signal)
	Line Protocol Up/Down? (Keep Alives Being received)

	 
	 
	 

	 
	 
	 

	 
	 
	 


Step 3 - Display the values of the CDP timers, the interface status, and encapsulation used.  
Task: Enter show cdp interface command at the router prompt. 
Explanation: The router responds with CDP information on all interfaces that have CDP enabled.  
Global CDP settings can be seen using the show cdp command by itself.
2. How often is the router sending CDP packets? 
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3. What is the holdtime value? 
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Step 4 - Display the CDP updates received on the local router.  
Task: Enter show cdp neighbors command at the router prompt. 
Explanation: The router will respond with information about its neighbors that have CDP enabled.
4. Fill in the following table: 

	Device and Port ID
	Local Interface
	Hold Time
	Capability
	Platform

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 


Step 5 - Display details about CDP updates received on the local router.
Task: Enter show cdp neighbors detail from the router prompt.
Explanation: The router will display the entry address(es), IOS version, and  the same information as the show cdp neighbors command. 
    5.   Fill in the following table:       

	Neighbor device name
	 
	 
	 

	Neighbor device type
	 
	 
	 

	IP address of interface attached to your router
	 
	 
	 

	Port ID of your router that the neighbor is on
	 
	 
	 

	Port ID of neighbor router that your router is on
	 
	 
	 

	IOS version of neighbor router
	 
	 
	 


Step 6 – Telnet to your neighbor router and issue show cdp neighbor.
Task: 
a.      Telnet to neighboring router by entering telnet (hostname of router or IP address).
b.      Enter the password cisco.
c.      Enter show cdp neighbor at the router prompt you have telneted to. 

Explanation: The router will respond with information about its neighbors that have CDP enabled. 
NOTE: Perform this step at router lab-b, lab-c, or lab-d and telnet to your two neighbors on either side.

6. Fill in the following tables:   
First neighbor
	Device and Port ID
	Local Interface
	Hold Time
	Capability
	Platform

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	  


Second neighbor
	Device and Port ID
	Local Interface
	Hold Time
	Capability
	Platform

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	  


Lab 4.3.5  CDP neighbors - Answers 

1. Connect to the router and log in. Enter the password cisco if prompted. Gather information about the router you logged into by issuing the show interface command. Document the following information about the router:
a. What is the name of the router? Lab-c
b. List IP address and subnet mask of the interfaces.
	Interface
	IP Address
	Subnet mask

	Ethernet 0
	223.8.151.1
	24 bits (255.255.255.0)

	Serial 0
	204.204.7.1
	24 bits (255.255.255.0)

	Serial 1
	199.6.13.2
	24 bits (255.255.255.0)


c. List Operational status of each interface.
	Interface
	Interface Up or Down? (Carrier Detect Signal)
	Line Protocol Up / Down? (Keep Alives being received)

	Ethernet 0
	Up
	Up

	Serial 0
	Up
	Up

	Serial 1
	Up
	Up


Results of show interface command (Output generated by a Cisco 1601 router)
	lab-c>show interface
Ethernet0 is up, line protocol is up
Hardware is QUICC Ethernet, address is 0060.474f.9bbd (bia 0060.474f.9bbd)
Internet address is 223.8.151.1/24
MTU 1500 bytes, BW 10000 Kbit, DLY 1000 usec, rely 255/255, load 1/255
Encapsulation ARPA, loopback not set, keepalive set (10 sec)
ARP type: ARPA, ARP Timeout 04:00:00
Last input 2d02h, output 00:00:02, output hang never
Last clearing of "show interface" counters never
Queueing strategy: fifo
Output queue 0/40, 0 drops; input queue 0/75, 0 drops
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
7 packets input, 570 bytes, 0 no buffer
Received 7 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 input packets with dribble condition detected
100196 packets output, 10049637 bytes, 0 underruns
0 output errors, 0 collisions, 1 interface resets
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out
Serial0 is up, line protocol is up
Hardware is QUICC Serial
Internet address is 204.204.7.1/24
MTU 1500 bytes, BW 56 Kbit, DLY 20000 usec, rely 255/255, load 1/255
Encapsulation HDLC, loopback not set, keepalive set (10 sec)
Last input 00:00:08, output 00:00:04, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0 (size/max/drops); Total output drops: 0
Queueing strategy: weighted fair
Output queue: 0/64/0 (size/threshold/drops)
Conversations 0/1 (active/max active)
Reserved Conversations 0/0 (allocated/max allocated)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
129492 packets input, 8117948 bytes, 0 no buffer
Received 126687 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
103169 packets output, 6985930 bytes, 0 underruns
0 output errors, 0 collisions, 7 interface resets
0 output buffer failures, 0 output buffers swapped out
18 carrier transitions
DCD=up DSR=up DTR=up RTS=up CTS=up

Serial1 is up, line protocol is up
Hardware is QUICC Serial
Internet address is 199.6.13.2/24
MTU 1500 bytes, BW 56 Kbit, DLY 20000 usec, rely 255/255, load 4/255
Encapsulation HDLC, loopback not set, keepalive set (10 sec)
Last input 00:00:00, output 00:00:02, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0 (size/max/drops); Total output drops: 0
Queueing strategy: weighted fair
Output queue: 0/64/0 (size/threshold/drops)
Conversations 0/3 (active/max active)
Reserved Conversations 0/0 (allocated/max allocated)
5 minute input rate 1000 bits/sec, 2 packets/sec
5 minute output rate 1000 bits/sec, 2 packets/sec
107132 packets input, 5830048 bytes, 0 no buffer
Received 102593 broadcasts, 0 runts, 0 giants
1 input errors, 0 CRC, 1 frame, 0 overrun, 0 ignored, 0 abort
104562 packets output, 6840784 bytes, 0 underruns
0 output errors, 0 collisions, 6 interface resets
0 output buffer failures, 0 output buffers swapped out
290 carrier transitions
DCD=up DSR=up DTR=up RTS=up CTS=up


2. How often is the router sending CDP packets? Every 60 seconds
3. What is the hold time value? 180 seconds
Results of show cdp command (Output generated by a Cisco 2514 router)
	lab-b>show cdp
Global CDP information:
Sending CDP packets every 60 seconds
Sending a holdtime value of 180 seconds


4. Fill in the following table (answers may vary depending on setup of lab. In this case Lab-B is a 2514 and there is a Catalyst 1900 switch attached to the same Ethernet hub as Lab-B is attached to. Lab-A and Lab-C are Cisco 1600 models):
	Device and Port ID
	Local Interface
	Hold time
	Capability
	Platform

	Lab-c, Serial1
	Serial0
	166
	Router
	CPA1600

	Lab-a, Serial0
	Serial1
	151
	Router
	CPA1600

	00C01D 81259B, Port 1
	Ethernet1
	136
	Trans Bridge Switch
	1900


Results of show cdp neighbors command (Output generated by a Cisco 2514 router)
	lab-b>show cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP
Device ID
Local Intrfce 
Holdtme 
Capability 
Platform 
Port ID
lab-c
Ser 0
166
R
CPA1600
Ser 1
lab-a
Ser 1
151
R
2500
Ser 0
00C01D 81259B
Eth 1
136
T S
1900
1
(Note: The last entry is the MAC address of a Cisco Catalyst 1900 Ethernet Switch)


5. Fill in the following table:
	Neighbor device name
	Lab-c
	Lab-a
	00C01D81259B

	Neighbor device type
	Cisco CPA1600
	Cisco CPA1600
	Cisco 1900 switch

	IP address of interface attached to your router
	199.6.13.2
	201.100.11.1
	205.7.5.2

	Port ID of your router that the neighbor is on
	Serial0
	Serial1
	Ethernet1

	Port ID of neighbor router that your router is on.
	Serial1
	Serial0
	Port1

	IOS version of neighbor router
	11.1(7)AA
	11.1(7)AA
	V5.35


Results of show cdp neighbors detail command (Output generated by a Cisco 2514 router)
	lab-b>show cdp neighbors detail
Device ID: lab-c
Entry address(es):
IP address: 199.6.13.2
Platform: cisco CPA1600, Capabilities: Router
Interface: Serial0, Port ID (outgoing port): Serial1
Holdtime : 142 sec 

Version :
Cisco Internetwork Operating System Software
IOS (tm) 1600 Software (C1600-NSY-L), Version 11.1(7)AA, EARLY DEPLOYMENT RELEASE SOFTWARE (fc2)
Copyright (c) 1986-1996 by cisco Systems, Inc.
Compiled Thu 24-Oct-96 05:24 by kuong
Device ID: lab-a
Entry address(es):
IP address: 201.100.11.1
Platform: cisco CPA1600, Capabilities: Router
Interface: Serial1, Port ID (outgoing port): Serial0
Holdtime : 173 sec
Version :
Cisco Internetwork Operating System Software
IOS (tm) 1600 Software (C1600-NSY-L), Version 11.1(7)AA, EARLY DEPLOYMENT RELEASE SOFTWARE (fc2)
Copyright (c) 1986-1996 by cisco Systems, Inc.
Compiled Thu 24-Oct-96 05:24 by kuong
Device ID: 00C01D 81259B
Entry address(es):
IP address: 205.7.5.2
Platform: cisco 1900, Capabilities: Trans-Bridge Switch
Interface: Ethernet1, Port ID (outgoing port): 1
Holdtime : 132 sec
Version :
V5.35


6. Fill in the following tables:
First neighbor
	Device and Port ID
	Local Interface
	Hold time
	Capability
	Platform

	Lab-b, Serial1
	Serial0
	142
	Router
	CPA2500

	 
	 
	 
	 
	 


Results of telnet and show cdp neighbors command. (Output from a Cisco 1604 router)
	Lab-b>telnet lab-a
Trying LAB-A (201.100.11.1)… Open

User Access Verification
Password:
lab-a>show cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP
Device ID
Local Intrfce
Holdtme
Capability
Platform
Port ID
lab-b
Ser 0
142
R
CPA2500
Ser 1
 


Second neighbor
	Device and Port ID
	Local Interface
	Hold time
	Capability
	Platform

	Lab-b, Serial0
	Serial1
	142
	Router
	CPA2500

	Lab-d, Serial1
	Serial0
	151
	Router
	CPA1600

	 
	 
	 
	 
	 


Results of telnet and show cdp neighbors command. (Output from a Cisco 1601 router)
	Lab-b>telnet lab-c
Trying LAB-C (199.6.13.2)… Open

User Access Verification
Password:
lab-c>show cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP
Device ID
Local Intrfce
Holdtme
Capability
Platform
Port ID
lab-b
Ser 1
142
R
CPA2500
Ser 0
lab-d
Ser 0
151
R
CPA1600
Ser 1



