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8.0.1 Chapter Introduction

OBJECTIVES

« Describe the various route types found in the routing
table structure

« Describe the routing table lookup process.
« Describe routing behavior in routed networks.

Chapter Focus
-Structure of the routing table
-Lookup process of the routing table
-Classless and classful routing behaviors



8.0.1 Chapter Introduction

FE2fshow ip ronte
Codes: © - conoected, 8 - static, I - IGEF, K - RIF, M - mobils, E - BaP
O - EIGEP, EX - EIGRPF exbernal, O - OSFF, Ih - DEFF inter arsa
Hl - OSPF NE3A external type 1, N2 - (SPF H3EA exbernal type 2
El - O8FF e&xternal type 1, EE - (SPF extermal typs 2, E - EGP
i = I18-1I58, L1 - I53-I8 lewyel-1, L2 - I5-I8 lewel-2, ia - IS-I8 inter arcsa
# — pandidate dafault, U - per-user static coute; o - QDR
F - periodic downloaded static moate

Gateway of last rescort is 0.0.0.0 to network O4.0.0.0

172.16.0.0/24 is subnetted, 3 subnets

R 172.14.1.0 [12041)] wdia 172.16.2.1, Q0:00:12, Beciald/050
c 172.18.2.0 is directly connected; Secialds0,50

o 172.16.3.0 is directly connected; FastBEthernstd/0

c 122.168.1.0/24 is directly connected, Secialld/0f1

g 0.4.0.0/0 is directly coonected, Seriald/0/f1

In this chapter, you will leam to:

« Describe the various route types found in the routing table structure.
« Describe the route lookup process.
« Describe the routing behavior in routed networks.



8.1.1 Lab Topology

172.16.3.0/24

S0/0/1

172.16.2.0/24 192.168.1.0/24

S0/0/0

172.16.1.0/24 DCE S0/0/1 172.16.4.0/24

El (config) #interface FastEthernet(/0
Eliconfig-if)#ip addreas 172.16.1.1 255.255.255.0
Rl {config—if) #no shutdown
Eli{config-i1f)#interface Seriall/0/0
Eliconfig-if)#ip addreas 172.16.2.1 255.255.255.0
El (config-if) #clock rate 64000

El{config—-if)#no shutdown

Rl {config—-if) #end

El#copy run start




8.1.1 Lab Topology

172.16.3.0/24

S0/0/1

172.16.2.0/24 192.168.1.0/24

S0/0/0

172.16.1.0/24 DCE S0/0/1 172.16.4.0/24

R3{config) #interface FastEthernet0/0

B3 (config-if)#ip address 172.16.4.1 255.255.255.0
Ei{config—-if) $no shutdown

Eilconfig-if) $#interface Seriall/0/1

B3 (config-if)#ip address 192.168.1.2 255.255.255.0
Ei{config—-if) $no shutdown

Eilconfig-if) fend

FEifcopy run start




8.1.2 Routing Table Entries

A [ T 1 i T 1 1
'_-'H..-.-\.r_l.l = " - l_!\_-l.l.!\:-\.-r.r_

(**output omitted==
Gakteway cf last res

L0.0.0.0/18
& 10.1.0.0 Lis

172.16.0.0/24

S 172.10.4.0
E 172.16.1.0
C 172.10. 2.0
c 172.16.3.0
Z 192, 1a8.1.0/24
5 192.1468,100.0
Routers

Fouterdshow ip route
d, 5 - statis, I - IGREP, E - RIF, M - mohile,

)

igs subnetted, 1 subnets
directly connected, Seriald;Us1
is subnetted, 4 subnets
19 directly connected, Serial(d/Q/1
(120/1] wia 172.146.2.1, 00:00:08, Serialls0/0
189 directly connected, Serial(d/q9/0
is directly connected, FastEthernet0/0
15 directly connected, Serialds;0/1
24 is directly connected, Seriallds0/1

Routing table entries come from the following sources
» -Directly connected networks

o -Static routes

« -Dynamic routing protocols




8.1.3 Level 1 Routes

Level 1 Routes

 As soon as the no shutdown command is issued the route Is added
to routing table which can be observed with the debug command

172.16.3.0/24

172.16.1.0/24 172.16.4.0/24

Fa0/0

Fi#debug ip routing

IP routing debugging is on

R2lcont €

E2{config) #finterface serial 0,/0/1

2config-if)#ip address 192 .168.1,1 255.255,255.0
R2liconfig-ilidelock rate 64000

El{config-1f)#no shutdown

E

B2 {config=-if)4#

00:11:08: RLIWE-3-UPDOWH: Interface Seriald;0/1, changed =tate to up
B2 {config-if)#

RT: add 15%2.148.1.0/24 via 0.0.0.0, connected metric [0/0]

RT: interface Serial 0/0/1 added to routing table
{config-if) #end
E2flundebug all

All possible debugging has been turned off

B2




8.1.3 Level 1 Routes

172.16.3.0/24

Cisco IP routing

table is a

hierarchical

structure 172.16.1.0/24

172.16.4.0/2
Fa0/0
The reason for this

iS to Speed Up Verify Route is in Routing Table
lookup process

Routing Table

Rif{show ip route
Codes: C - connected, 5 - statie, I - IGRE, R - RIF, M - mokile, B - BGE
I - EIGEF, EX - EIGEP external, O - 0OEPF, IA - OSPF inter area
N1l - 0OSPF H354 external type 1, N2 - OSFF NSSA external type 2
El - 0OSFF externzl type 1, E2 - O5FF externzl tyvpe 2, E - EGP
i - I5-I5, L1 - IS-I5 lewvel-1l, LZ - IS-IS lewel-2, iz - IS-I3 inter area
* - pandidate default, U - per-user static route, o - JOR
F - pericdic downloaded astatic route

Gateway of last resort iz not zet

C 1%2.168.1.0/24 i3 directly connected, Seriall/0/1




8.1.3 Level 1 Routes

A level 1 route is a route with a subnet mask equal to or less than the
classful mask of the network address. 192.168.1.0/24 is a level 1
network route, because the subnet mask is equal to the network's
classful mask. /24 is the classful mask for class C networks, such as
the 192.168.1.0 network.

A level 1 route can function as a:

« Default route - A default route is a static route with the address
0.0.0.0/0.

« Supernet route - A supernet route is a network address with a mask
less than the classful mask.

* Network route - A network route is a route that has a subnet mask
equal to that of the classful mask. A network route can also be a
parent route. Parent routes will be discussed in the next section.

The source of the level 1 route can be a directly connected network,
static route, or a dynamic routing protocol.



8.1.3 Level 1 Routes

Routing Table: Level 1 Routes

C 192.168.1.0/24 iz directly connected, Serial0/0/1

Level 1 Route Examples

« Default Route: 0.0.0.0/0

« Supernet Route: 192.168.0.0/22
* Network Route: 192.168.1.0/24

4

Level 1 Routes

-Have a subnet mask equal to or less than the classful mask of the
network address.

Level 1 route can function as

« -Default route

e -Supernet route

 -Network route



8.1.3 Level 1 Routes

Routing Table: Level 1 Routes

C 192.168.1.0/24 is directly connected, Seriall/0/1
Level 1 Routes Level 2 Routes Mext-hop |P address andfor
Exit Interface
LAt A
Default J' > Paih/ Interface )
LA R
Supernet JI EE = Path/ Interface J
LA R
Network '! e > Paih/ Interface ;

Level 1 Routes

Ultimate Route

Includes either:

-A next-hop address
or

-An exit interface

The directly connected network
192.168.1.0/24 is a level 1 network route
because it has a subnet mask that is the
same as its classful mask. This same
route is also an ultimate route because it
contains the exit interface Serial 0/0/1.




8.1.4 Parent and Child Routes: Classful Networks

172.16.3.0/24

s0/0M
DCE

172.16.2.0/24

50/0/0
172.16.1.0/24 DCE

192.168.1.0/24

5070/ 172.16.4.0/24

RZ{config) #interface fastethernet 0/0

RZ (config-if)#ip address 172.16.3.1 255.255.255.0
RZ{oonfig-if) $no shutdown

RZ{config—-if) $and

RZ¢#show ip route

Codes: C — connected, 5 - static, I - IGEF, E - RIF, M - n
"*output omitted™™

Gateway of last resort iz not zet

172.16.0.0/24 i=s subnetted, 1 subnets
172.16.3.0 iz directly connected, FazstEthernetl/0
192.1688.1.0/24 is directly connected, Serizl0/0/1

o0

Z#

Parent and Child
Routes

-A parent route is a
level 1 route

-A parent route does
not contain any next-
hop IP address or exit
interface information




8.1.4 Parent and Child Routes: Classful Networks

Routing Table: Parent/Child Relationship

172.16.0.0/24 is subnetted, 1 subnets
C 172.16.3.0 is directly connected, FastEthernet(/0
Level 1 Routes Level 2 Routes Mext-hop IP address and/or
Exit Interface
Litimats Routs
Default J - . Path/ Interface
A
| Litimate Rowds
Supernet ) - Path/ Interface
A
| Liimate Routs
MNetwork J r Path/ Interface )
r.
Parent Route Child Route
Lifimate Rowts
Network J——l- Subnet | i - Path/Interface J
172.16.0.0 172.16.3.0 FastEthemet/]

i

A level 1 parent route is a network route that does not contain a next-hop IP
address or exit interface for any network. A parent route is actually a

heading that indicates the presence of level 2 routes, also known as child
routes.




8.1.4 Parent and Child Routes: Classful Networks

Automatic creation of parent routes

« Occurs any time a subnet is added to the routing table
« Child routes

-Child routes are level 2 routes
-Child routes are a subnet of a classful network address

Routing Table: Parent/Child Relationship

172.16.0.0/24 is subnetted, 1 subnets
C 172.16.3.0 is directly connected, FastEthernet0/0
Level 1 Routes Level 2 Routes Next-hop IP address and/or

Exit Interface

Ultimate Rout
Default o > Path/ Interface J
Ultimate Routs
Supernet > Path/ Interface J
Ultimate Route
Network > Path/ Interface J
Parent Route Child Route
Ultimate Rout:
Network > Subnet jl bt > Path/Interface J

172.16.0.0 172.16.3.0 FastEthemet0/0




8.1.4 Parent and Child Routes: Classful Networks

Parent and Child Route Details

Subnet mask for child routes

Classful network Parent route with one child

! 1

172.16.0.0/24 is subnetted, 1 subnets

C 172.16.3.0 is directly connected, FasTEthernethﬂ
Specific child route Exit interface

———3 Source is connected route

Level 2 child routes contain route source & the network address of the route
Level 2 child routes are also considered ultimate routes
Reason: they contain the next hop address &/or exit interface



8.1.4 Parent and Child Routes: Classful Networks

Routing Table: Parent/Child Relationship

172.16.0.0/24 is subnetted, 2 subnets

C 172.16.2.0 is directly connected, Serial(/0/0
C 172.16.3.0 is directly connected, FastEthernet0/0
Level 1 Routes Level 2 Routes Next-hop IP address andfor
Exit Interface
Ulti R '
Default JI imate Rowte s Path/ Interface J
| Ultimate Route
Supernet ) - Path/ Interface J
Ulti R
Network | e R > Path/ Interface J
J
Parent Route Child Route
Uttimate Rout
Network J > Subnet J e e - Path/ Interface J
172.16.0.0 172.16.2.0 S5erial0/0/0
Ultimate Rout
> Subnet J' > Path/ Interface J
g 172.16.3.0 FastEthernet0/0

4 J

= Both child routes have the same subnet mask

-This means the parent route maintains the /24 mask




8.1.4 Parent and Child Routes: Classful Networks

Add Another Child Route
If both child 172.16.3.0/24
routes are
removed the :
parent route S0/0/0 S0/0/1 DCE
will be deleted

172.16.2.0/24

S0/0/0 DCE sS0/0M1
Fa0/0

172.16.1.0/24 172.16.4.0/24

Rz {config) $#interface aserial 000

RZ{oconfig-if) #ip address 172 .16.2.2 255.256_.255.0
RZi{config—i1Z) #no shutdown

Ri{config-i£) $end

FiZ#show ip route

Codes: C - connected, 5 - atatic, I - IGRF, K — RIF, M - mobkile,
<text omitteds

Gateway of last resort iz not sst

172.16.0.0/24 i3 subnetted, 1 subnets Lewvel 1 Parem Route
172,16, 2.0 iz directly connected, Serialld/ 070
172.16. 3.0 is directly connected, FastEthernsetD/D

c 192, 168.1.0/24 i directly connected, Sseriall 071

RZ$

= Diagram illustrates 2 child networks belonging to the
parent route 172.16.0.0/ 24




8.1.5 Parent and child Routes: Classless Networks

Parent and Child Routes with VLSM

172.16.3.0/24

172.16.1.4/30 9 172.16.1.8/30

y A R""" """'x soion 2
S0/0/0 B

Parent and Child Routes with VLSM

FouterkXK#show ip route

Codez: C - ponnected, S - static, I — IGRF, KR — RIF, M - mokile, E - BEE
<output omitted>

GFateway of last resort iz not set

172.16.0.0/16 is wariably subnetted, 3 subnets, ? mazkz Lewvel 1Paremt Rowute
C 172.16.1.4/30 iz directly connected, Serizl0/0/0

C 172,16.1.8/30 is directly connected, Serizl0/0/1 } Lewvel 2 Child Route

C 172.16.3.0/24 i directly connectad, FazstEthernetd/0
FouterXs

= |n classless networks, child routes do not have to share
the same subnet mask

La




8.1.5 Parent and child Routes: Classless Networks

less

Network | Parent route’s Term Includes the | Subnet mask
Type Classful mask is variably # of different included
Displayed subnetted masks of with each
IS seen in parent | child routes | child route
route in routing entry
table
Class- No No No No
ful
Class- Yes Yes Yes Yes




8.1.5 Parent and child Routes: Classless Networks

Parent and Child Route Details in a Classless Environment

Classful mask

Child routes have different Number of subnets and
Classful parent masks masks for this parent route
route

172.16.0.0/16 is wvariably subnetted, 3 subnets, 2 masks
C 172.16.1.4/30 is directly connected, Serial0/0/0
C 172.16.1.8/30 is directly connected, Serial0/0/1
C 172.16.3.0/24 is directly connected, FastEthernet0/0

Child routes Exit interfaces
Masks for the child routes

— Source is connected route



8.2.1 Steps in the Route Lookup Process

172.16.3.0/24

S0/0/1
DCE

172.16.2.0/24 192.168.1.0/24

30/0/0

172.16.1.0/24 DCE S0/0/1 172.16.4.0/24

Rl (config) #router rip
Rl (config-router) #network 172.16.0.0

In this topology, RIPv1, a classful
routing protocol, is now configured.
Notice that we have specifically

R2 (config) #router rip .

R2 (config-router) fnetwork 172.16.0.0 chosen a classful routing protocol

RZ (config-router) #network 192.168.1.0 W|th our discontiguous 1721600
subnets.

R3 (config) #router rip
R3 (config-router) #network 172.16.0.0
R3(config-router) #network 192.168.1.0




8.2.1 Steps in the Route Lookup Process

172.16.3.0/24

DCE

172.16.2.0/24

30/0/0

172.16.1.0/24 DCE

S0/0/1

192.168.1.0/24

S0/0/1 172.16.4.0/24

R3i#show ip route
Codes: C - connected, 5 - =tatic,

(**output omitted**)

I - IGRF, E - EII

Gateway of last resort is not set

172.16.0.0/24 1s subnetted, 1 subnets
C 172.16.4.0 1is directly connected, FastEthel
o 192.168.1.0/24 is directly connected, Seriall

As you would expect with this
addressing scheme and a
classful routing protocol, there
are reachability problems.
Neither R1 nor R2 has a route
to 172.16.4.0. Also, R3 does
not have routes to subnets
172.16.1.0/24, 172.16.2.0/24,
or 172.16.3.0/24.




8.2.1 Steps in the Route Lookup Process

= The Route Lookup Process
= Examine level 1 routes

-If best match is a level 1 ultimate route and is not a parent
route this route is used to forward packet

= Router examines level 2 (child) routes
-If there is a match with level 2 child route then
that subnet is used to forward packet
-If no match then
determine routing behavior type
= Router determines classful or classless routing behavior
-If classful then
packet is dropped

-If classless then router searches level one supernet and
default routes

-If there exists a level 1 supernet or default route match
then Packet is forwarded. If not packet is dropped



8.2.1 Steps in the Route Lookup Process

Routing Table Lookup Process

Step 1: Examine level 1 routes for best match with the packet's destination address.

Next-hop IP address and/or Exit

Level 1 Routes Level 2 Routes Interface
Uftimate Route
Default Jl > Path/ Interface
o
Uittimate Route
Supernet } > Path/ Interface
i
Ultimate Rout
Network } RISkl > Path/ Interface
i
r
Parent Route Child Route
Ultimate Rout
Network J r Subnet J en o . ot Path/ Interface J
Ultimate Rout,
S Subnet J eE A > Path/ Interface J

ser ([0 () () (@) (&3 (&3 (@) ) (@) @) @)

Click to see the steps.

Your curriculum contains a nice graphic that will take you, step by step, through the
Route Lookup Process. Check it out.



8.2.2 Longest Match — Level 1 Network Routes

Longest Match is the Preferred Route

lPF‘acketDesﬁﬂaﬂﬂ”‘ 172.16.0.10 |10101100.00010000.00000000.00001010

Route1| 172.16.0.0/12 | 10101100.00010000.00000000.00000000

Route 2 172.16,0,01'18‘ 10101100.00010000.00000000.00000000

Route 3 172.16.D.Uf26‘ 10101100.00010000.00000000.00000000

Longest Match to IP Packet Destination J

= Longest Match: Level 1 Network Routes

—Best match is also known as the longest match

—The best match is the one that has the most number of left
most bits matching between the destination IP address and
the route in the routing table.




8.2.2 Longest Match — Level 1 Network Routes

Longest Match is the Preferred Route

IP Packet Destination 175 16,0,10 | 10101100.00010000.00000000.00001010

Route1| 172.16.0.0/12 | 10101100.00010000.00000000.00000000

mmm2|172.16.0.0f18| 10101100.00010000.00000000.00000000

Route3| 172.16.0.0/26 | 10101100.00010000.00000000.00000000

]

For example, in the figure we have a packet destined for 172.16.0.10.
Many possible routes could match this packet. Three possible routes are
shown that do match this packet: 172.16.0.0/12, 172.16.0.0/18, and
172.16.0.0/26. Of the three routes, 172.16.0.0/26 has the longest match.
Remember, for any of these routes to be considered a match there must
be at least the number of matching bits indicated by the subnet mask of

the route.



8.2.2 Longest Match: Level 1 Network Routes

172.16.3.0/24

S0/0/0 | = S0/011 DCE

172.16.2.0/24
192.168.1<2
S0/0/0 DCE
Fa0/0 -

172.16.4.0/24

172.16.1.0/24 S0/0M1

Fa0/0

Step 1a: If best match is a level 1 ultimate route, use it to forward the packet.

= Finding the subnet mask used to determine the longest match

Scenario:
—PC1 pings 192.168.1.2
—Router examines level 1 route for best match
—There exist a match between192.168.1.2 & 192.168.1.0 / 24
—Router forwards packets out s0/0/0



8.2.2 Longest Match: Level 1 Network Routes

172.16.0.0/16 Level 1 Parent Route

We see dotted-decima I'he router sees bits and checks the bits for a match starting
ddresses he le
A A
' ~Ne ™~
Sl il 192.168.1.2 11000000.10101000.00000001.00000010

IP Packet

I I

Level 1

172.16.0.0/16 10101100.00010000.00000000.00000000

Parent Route

I tar oleir Fhic revte =TaTa
WL LS =N 1 L a | WS all 1

The process of matching
-1st there must be a match made between the parent route & destination IP

-If a match is made then an attempt at finding a match between the
destination IP and the child route is made.



8.2.2 Longest Match: Level 1 Network Routes

192.168.1.0/24 Level 1 Ultimate Route

R 192.168.1.0/24 [120/1] wia 172.16.2.2, 00:00:25, Serial0/0/0
We see dotted-decimal The router sees bits and checks the bits for a match starting
addresses. from the left.
A
[ W e}

Destination of IP

Packet 192.168.1.2 11000000.10101000.00000001.00000010

Level 1 Route | 192.168.1.0/24 ‘ 11000000.10101000.00000001.00000000

The first 24 bits MATCH. J T

These 6 bits match, too.

Router forwards packet out Serial 0/0/0.

= There may be multiple potential routes with different subnet masks in the
routing table for the same destination IP address. The one with the most
number of matching bits, the longest match, is preferred.

-The figure shows a match between the destination IP of 192.168.1.0 and
the level one IP of 192.168.1.0/ 24 - the packet forwarded out s0/0/0




8.23 Longest Match: Level 1 Parent and Level 2 Child Routes

Example: Level 1 Parent Route and Level 2 Child Routes

Rl#show ip route
Codes: C - connected, 5 - =tatic, I - IGRF, R - RIP, M - mohile, B -
BGF

whk

output omitted™™*

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 3 subnets
o 172.16.1.0 is directly connected, FastEthernet(0/0
! 172.16.2.0 is directly connected, Seriall/0/0
2] 172.16.3.0 [120/1] wia 172.16.2.2, 00:00:25, Serial0/0/0
R 192.168.1.0/24 [120/1] wia 172.16.2.2, 0Q00:00:25, Serial0/0/0

Level 1 Parent Route "Header" for Child Routes
Level 1 Parent & Level 2 Child Routes

= A parent route does not include a next-hop address or an exit
Interface but is only a "header" for its level 2 child routes, the
subnets

= Before level 2 child routes are examined There must be a
match between classful level one parent route and destination
IP address.



8.23 Longest Match: Level 1 Parent and Level 2 Child Routes

Example: Level 1 Parent Route and Level 2 Child Routes

172.16.3.0/24 After the match
with parent
route has been
made Level 2
child routes will
be examined
for a match

]
172.16.3.10

192.168.1.0/24

172.16.1.0/24 ] 172.16.4.0/24

Step 2a: Match! Use this subnet to forward the packet.

Next-hop IP address Route lookup

Level 1 Routes Level 2 Routes and/or Exit Interface pProcess
Default Lt ROV > pathiIntertace | se_arches for
Ultimate Route child routes
Supernet >  Path/Interface || .
) Ultimate Route with a match
emert > Panineteoe | \yith destination
MATER IP of at least 24
Parent Route Child Route .
\ {timate Route b ItS
Network ) Subnet - Path/ Interface J
> Subnet J Ulimate Route - Path/ Interface J




8.23 Longest Match: Level 1 Parent and Level 2 Child Routes

Example: Level 1 Parent Route and Level 2 Child Routes

Destination of IP Packet
172.16.3.10 10101100 00010000 0OOOOO0O11 OOOO1010

Level 2 Child Route | -, 162 0/24 | 10101100 00010000 00000011 00000000

First 24 bits match. J

How a router finds a match with one of the level 2 child routes

-First router examines parent routes for a match

-If a match exists then:
Child routes are examined
Child route chosen is the one with the longest match




8.23 Longest Match: Level 1 Parent and Level 2 Child Routes

172.16.3.0/24 Example: Route

Lookup Process

with VLSM

= The use of
VLSM does not
change the
lookup process

= If thereis a
match between

9 172.16.1.8/30

sS0/0M1 l

172.16.1.4/30
y AR

S0/0/0

RouterX#show ip route destination IP
Codes: C - connected, § - static, I - IGRP, R - RIF, M - mobile,| . 4ynee and
""*output omitted™**

the level 1
Gateway of last resort is not set parent route

172.16.0.0/16 is wariably subnetted, 3 subnets, 2 masks then

C 172.16.1.4/30 is directly connected, Serial0/0/0 u :
C 172.16.1.8/30 is directly connected, Serial(/0/1 Level 2 Chlld
C 172.16.3.0/24 is directly connected, FastEthernet(/0 routes W|” be
RouterX# searched

Level 2 Child Route




8.3.1 Classful and Classless Routing Behavior

Routing Protocols vs Routing Behaviors

Routing Sources Routing Behaviors

Directly Connected Networks Classful

Static Routes no ip classless

Classful Routing Protocols IP Classless

RIPv1
IGRP

ip classless

Routing behaviors are used to locate

Classless Routing Protocols information in the routing table.

RIPv2 = Only a single routing behavior can be
EIGRP used.

OSPF

1S-1S

Routing sources (including protocols) are
used to build the routing table.

Multiple sources and routing protocols can
be used.

= Classful & classless routing protocols
Influence how routing table is populated
= Classful & classless routing behaviors
Determines how routing table is searched after it is filled




8.3.1 Classful and Classless Routing Behavior

Topology Changes and Router Configurations

172.16.3.0/24

| 172.16.4.10

x

RIPv1 S0/0/0 7" $0/0/1

172.16.2.0/24 192.168.1.0/24

Static

$0/0/0 Route




8.3.1 Classful and Classless Routing Behavior

RZ2 (config) #ip route 0.0.0.0 0.0.0.0 s0O/0/1

RZ (config) #router rip

RZ (config-router) #default-information originate
EZ (config-router) #no network 192 .168.1.0

EZ (config-router) #end

RZ#show ip route
Codes: C - connected, 5 - =tatic, I - IGEPF, K — RIPF, M — mobile, B — BGP

Gateway of last rescort is 0.0.0.0 to network 0.0.0.0

172.16.0.0/24 is subnetted, 3 subnets
172.16.1.0 [120/1] wia 172.16.2.1, 00:00:00, S=riald/0/0
172.16.2.0 is dirsectly connected, Seriall/ 0,0
172.16.3.0 is directlyv connected, FastEthernet(,/0
192.168.1.0/24 is directly connected, Seriall/0/1
* 0.0.0.0/0 is directly connected, Serial0/0/1

monoo®

E3 (config) #ip route 172.16.0.0 255.255.0.0 s0/0/1

R3 (config) #no router rip

E3(config-router) fend

R3#show ip route

Codes: C - connected, 5 - static, I - IGRF, E — REIF, M — mobile, B — BGF

***output omitted™™™

Gateway of last rescrt is not set

172.16.0.0/16 is wariably subnetted, 2 subnets, 2 masks
C 172.16.4.0/24 is directly connected, FastFEthernet(0/0

172.16.0.0/16 is directly connected, Serial0/0/1
192.168.1.0/24 is directly connected, Seriall/ /0,/1

1




8.3.2 Classful Routing Behavior: no ip classless

Route Table Lookup Process
Classful Routing Behavior: Drop the Packet

Hext-hop IP address

Level 1 Routes Level 2 Rines and/or Exit Interface
1 Ulti mate Route
Default | * path/ Interface
1 Ulti mate Route :
Supernet ), > Path/ Interface
Llti rate Route :
Network > Path/ Interface
——J
Parent Route Child Rowute
Ulti mate Rout
Hetwork _J = Subnet J—- LR > Path' Interface J
Ulti mate Route
— Subnet J—- = DPath! Interface J
F

= What happens if there is not a match with any level 2 child routes of the
parent?

-Router must determine if the routing behavior is classless or classful

-If router is utilizing classful routing behavior then Lookup process is
terminated and packet is dropped



8.3.2 Classful Routing Behavior: no ip classless

RZ2#show running-config
Building configuration...

Current configuration:
|

version 12.2
|

|
EE

output omitted™**
no ip classless

The command no ip classless means that the route lookup process uses classful
routing table lookups by default. This will be explained in the following sections.

The commands no ip classless and ip classless are global configuration
commands and can be viewed by typing show running-config. In IOS versions
11.3 and later, the command ip classless is the default, implementing a classless
route lookup process.

What is the effect of classful routing behavior when all the routers are configured
with the no ip classless command?

R1(config)#no ip classless R2(config)#no ip classless R3(config)#no ip classless



8.3.3 Classful Routing Behavior — Search Process

Example: R2 Operating with Classful Routing Behavior

172.16.3.0/24 .
In this example, R2

receives a packet
destined for PC3 at
17216410 | 195 16.4.10.

RIPv1 S0/0/0

172.16.2.0/24

S0/01

192.168.1.0/24

Static
. Route
S0/0/0 y
172.16.1.0/24 /' Default

DCE S0/0/1 172.16.4.0/24

/ Route

172.16.4.10

When classful routing behavior is in effect (no ip classless) the process
will not continue searching level 1 routes in the routing table. If a packet
doesn't match a child route for the parent network route, then the router
drops the packet.



8.3.3 Classful Routing Behavior — Search Process

22nd bit does nofmatch. First 24 bits must match.
— Router skips this route and moves to the next route

entry.
Y

Destination of IP Packet | 172.16.4.10 | 10101100.00010000.00000100.00001010

Level 2 Child Route 172.16.3.0/24 | 10101100.00010000.00000011.00000000
T— First 21 bits match.

None of the 24 left-most bits of the child routes matches the
destination IP address of 172.16.4.10. At most, only 21 bits match.
There is no match with the level 2 child routes.



8.3.3 Classful Routing Behavior — Search Process

RZ#show ip route
Codes: C - connected, 5 - static, I - IGRF, R - RIF, M - mobile, B - BGP

***output omitted***

Gateway of last resort is 0.0.0.0 to network 0.0.0.0

172.16.0.0/24 is subnetted, 3 subnets =% Match!
H&—}G—i—ﬁ—ﬁiﬁfﬁﬁm—ﬁﬂ—}fﬁﬂ_—%ﬁ—sm%ﬁ -=—— No Match

e e 2 0tz directy conrnected, Seriari/ o0 * No Match
Cﬁﬂﬁ—ﬂmm—fmfﬁi ~—— No Match

C 192.168.1.0/24 is directly connected, Seriall/0/1 Drop Packet
S* 0.0.0.0/0 is directly connected, Serial(/0/1

The default route is nofused. =———

Destination of IP Packet 172.16.4.10 10101100 00010000 00000100 00001010

L First 24 bits need to match.



8.3.4 Classless Routing Behavior: ip classless

Parent Route Child Route

Network Jl » Subnet Lilimate Routo 2 Path/ Interface J
Uitimate Rout
—» Subnet el > Path/ Interface J
- I/I/ \i\l J
If Classful, terminate the
Classless or
lookup and drop the
classful?
packet

in Steps 1 and 2, the routing table process examines level 1 and level 2 child
routes looking for the best match with the IP packet's destination address. Let's
assume there is no match and resume the route lookup process

The Route Lookup Process:
Is the router implementing classful or classless routing behavior?

Classful routing behavior:
If classful routing behavior is in effect, terminate the lookup process and drop the
packet.



8.3.4 Classless Routing Behavior: ip classless

Next-hop IP address and/or

Level 1 Routes Level 2 Routes Exit Interface
Uiltimate Route
Default | P Path/ Interface
Lilfimate Route
Supernet | > Path/ Interface
Liliimate Rout
Network | A P Path/ Interface

Classless routing behavior: If classless routing behavior is in effect, continue
searching level 1 supernet routes in the routing table for a match, including the
default route, if there is one.

Ultimate Rout

Default J' > Path/ Interface
Uiltimate Rout

Supernet J —_ » Path/ Interface
Ultimate Rout

Network Jl AT e P Path/ Interface

If there is now a lesser match with a level 1 supernet or default routes, the router
uses that route to forward the packet.

If there is not a match with any route in the routing table, the router drops the
packet.



8.3.5 Classless Routing Behavior — The Search Process

What happens when 1218 s Again, R2 receives a packet

classless routing behavior = ¥ destined for PC3 at 172.16.4.10.
(ip classless) is in effect?

Fa0/0 172.16.4.10

==y

RIPv1 S0/0/0 S0/0/1
172.16.2.0/24

192.168.1.0/24

Static
$0/0/0 Default i
172.16.1.0/24 S0/0/1 172.16.4.0/24

DCE

-l Route

172.16.4.10

RZ#show ip route
Codes: C - connected, 8 - statie, I - IGRP, R - REIPF, M - mobile, B - BGPF

“**output omitted***

Gateway of last resort is 0.0.0.0 to network 0.0.0.0

172.16.0.0/24 is subnetted, 3 subnets - Match
R 172.16.1.0 [120/1] wia 172.16.2.1, 00:00:12, Serial0/0/0
C 172.16.2.0 is directly connected, Serial(0/0/0
C 172.16.3.0 is directly connected, FastEthernet(/0
C
S

192.168.1.0/24 is directly connected, S5erial(/0/1
* 0.0.0.0/0 is directly connected, Serial(/0/1




8.3.5 Classless Routing Behavior — The Search Process

Destination matches the parent route. R2 will now check the child routes.

Destination of IP Packet

| 172.16.4.10 | 10101100.

Level 1 Parent Route
172.16.0.0/16 | 110101100.
Level 2 Child Route 172.16.1.0/24 | 10101100.

Level 2 Child Route 172.16.2.0/24 ‘ 10101100.

Level 2 Child Route

172.16.3.0/24 | 10101100.

00010000.

00010000.

00010000.

00010000.

00010000.

00000100.

00000000.

00000001.

00000010.

00000011.

00001010

00000000

00000000

00000000

00000000

Just as it did with the classful routing behavior, the router searches the routing
table and finds a 16-bit match with the parent route 172.16.0.0, as shown in the
figure. According to Steplb of the routing process, if there is a match with a parent

route, then the child routes are checked.



8.3.5 Classless Routing Behavior — The Search Process

Y

172.16.4.10 | 10101100.00010000.00000100.00001010

Destination of IP Packet

Level 2 Child Route 172.16.3.0/24 | 10101100.00010000.00000011.00000000

t

As before, none of the 24 left-most bits of the child routes matches the
destination IP address of 172.16.4.10. At most, only 21 bits match. There is
no match with the level 2 child routes.



172.16.3.0/24

172.16.4.10

RIPv1 S0/0/0

172.16.2.0/24

S0/0/1
192.168.1.0/24

Static
Route
S0/0/1 172.16.4.0/24

S0/0/0

Default
172.16.1.0/24 DCE |

Route

172.16.4.10

Because we are using classless routing behavior (ip classless), the router
continues searching the routing table, beyond this parent route and its child
routes. The routing process will continue to search the routing table for a
route with a subnet mask fewer than the 16 bits of the previous parent route.
In other words, the router will now continue to search the other routes in the
routing table where there may be fewer bits that match, but still a match.



8.3.5 Classless Routing Behavior — The Search Process

DT L A | 172.16.4.10 ‘10101100.00010000.00000100.00001010

Level 1 192.168.1.0/24| 11000000.10101000.00000001.00000000
Network Route I |
Level 1 ‘ 0.0.0.0/0 ‘ p9000000.00000000.00000000.00000000

Default Route

Only the first bit matches

The 192.168.1.0/24 route does not have 24 left-most bits that match the destination

IP address.

C 192.168.1.0/24 is directly connected, Serial0/0/1



8.3.5 Classless Routing Behavior — The Search Process

A /0 mask means that no bits have to match to use the default route. R2 uses the default route and

forwards the packet.

Destination of IP Packet | 172.16.4.10 | 10101100.00010000.00000100.00001010

Level 1 192.168.1.0/24| 11000000.10101000.00000001.00000000
Network Route

Level 1 0.0.0.0/0 00000000.00000000.00000000.00000000
Default Route

How about the default route? How many bits need to match?

S* 0.0.0.0/0 is directly connected, Serial0/0/1

The mask is /0, which means that zero or no bits need to match. A default route will
be the lowest-bit match. In classless routing behavior, if no other route matches,
the default route will match.



8.3.5 Classless Routing Behavior — The Search Process

FZ#show ip route
Codes: C - connected, § - static, I - IGRF, R - RIPF, M - mobile, B - BGP

“**output omitted™**

Gateway of last rescort is 0.0.0.0 to network 0.0.0.0

172.16.0.0/24 is subnetted, 3 subnets

R AR e e TREGALT vaa BYE A 2 L, GO0 LE, Becialld0d0
e AR AR s 1e darent oy oopneored, Seraalin/odd

e AT e B0 1s daventay oonnected, rastEraernet)i

e dRE A eA LG 2d s dareotey connented, Serialbiddid

S* 0.0.0.0/0 is directly connected, Serial0/0/1

L The default route is used. R2 forwards packet to R3.

In this case the router will use the default route, because it is the best
match. The packet will be forwarded out the Serial 0/0/1 interface.

Classful Route on R3



8.3.5 Classless Routing Behavior — The Search Process

R3#show ip route
Codes: C - connected, 5 - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - QOSPF NSSA external type 2
El - OSPF external type 1, EZ - OSPF external type 2, E - EGP
i - I8-I5, L1 - IS-IS level-l, L2 - IS5-IS level-2, ia - IS-IS
inter area
* — pandidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

Match! 172.16.0.0/16 is wariably subnetted, 2 subnets, 2 masks
No Match | C ~+Fer iy et rectiycomerted—FastEtrirer et iy
5 172.16.0.0/16 is directly connected, SerialQ/0/1
C 192.168.1.0/24 is directly connected, Serial0/0/1

R3 uses the 172.16.0.0/16 child route and forwards the packet to R2.



8.3.5 Classless Routing Behavior — The Search Process

Classful vs. Classless Routing Behavior in the Real World

Routing Protocols vs Routing Behaviors

Routing Sources Routing Behaviors

Directly Connected Networks Classful

i ' 1 1
Static Routes no ip classless

Classful Routing Protocols IP Classless

RIPv1
IGRP

ip classless

« Routing behaviors are used to locate
information in the routing table.
« Only a single routing behavior can be used.

Classless Routing Protocols
RIPv2
EIGRP
OSPF
IS-1S

« Routing sources (including protocols) are
used to build the routing table.

« Multiple sources and routing protocols can
be used.



8.4.1 Investigating the Routing Table Lookup Process

aaa| Hands-on Lab:
= Investigating the Routing Table Lookup Process

In this lab, you will be able to investigate classless and classful routing
behavior.

Packet Tracer Exploration:
Investigating the Routing Table Lookup Process

In this Packet Tracer activity, you will be able to investigate classless and classful
routing behavior.



8.4.2 Show IP Route Challenge Lab

| Hands-on Lab:
Show IP Route Challenge Lab

In this lab activity, you will determine the topology of a network using the outputs
from the show ip route command. You must draw a topology diagram and
determine the interface addressing on each router. Then you must build and
configure the network based on the outputs. The DTE and DCE assignment is at
your discretion. When complete, the outputs from your network must match those
given below.

Packet Tracer Exploration:
The Show IP Route Challenge Lab

In this lab activity, you will determine the topology of a network using the outputs
from the show ip route command.



8.5.1 Summary and Review

Route Lookup Process

=2 4show ip route
Codes: C - connected, § - static, I - IGRF, R - RIF, M - mobile, & - BGF
0 - EIGRF, EX - EIGRF external, © - 0SPF, IA - OSPF inter area
Nl - OSPF N3SSA external type 1, W2 - OSPF NSSA externmal type 2
El - OSPF external type 1, E2 - 0OSPF external type 2, E - EGP
i - I5-15, L1 - 15-15 level-1, LZ - 1I5-1I5 lewvel-2, ia - I5-I5 inter area
* — candidate default, U - per-user static route, o - ODR
P - peripdic downlcaded static route

Gateway of last resort iz 0.0.0.0 to network 0.0.0.0

172.16.0.0/24 iz subnetted, 3 subnets
172.16.1.0 [120/1] wia 172.16.2.1, 00:00:12, Serizlos0/0

C 172.16.2.0 is directly connected, Serizlo/fo/0

C 172.16.3.0 is directly connected, rFasteEthernetd/o
C 192.168.1.0/24 is directly connected, Serialo/o/1

g* 0.0.0.0/0 is directly connected, seriald/0/sf1

In this chapter, you have learned to:

« Describe the various route types found in the routing table structure.
« Describe the route lookup process.
« Describe the routing behavior in routed networks.



8.5.1 Summary and Review

Understanding the structure and lookup process of the routing table can
be an important tool in verifying and troubleshooting networks. Knowing
which routes should be included and which routes should not be included
In the routing table is a critical skill when troubleshooting routing issues.

The Cisco IP routing table is structured in a classful manner, which means
that it uses to the default, classful addresses, to organize the route
entries. The source of a routing entry can be a directly connected network,
static route, or a route learned dynamically from a routing protocol.

In this chapter, you learned that there are level 1 and level 2 routes. A
level 1 route can be either an ultimate route or a parent route. A level 1
ultimate route is a route with a subnet mask equal to, or less than the
default classful mask of the network; and either a next hop address or an
exit interface. For example, a route learned through RIP with the network
address of 192.168.1.0 and a /24 network mask is a level 1 ultimate route.
These routes are displayed in the routing table as a single route entry,
such as:

R 192.168.1.0/24 [120/1] via 172.16.2.2, 00:00:25, Serial0/0/0



8.5.1 Summary and Review

Another type of level 1 route is a parent route. A level 1 parent route is automatically
created when a subnet route is added to the routing table. The subnet route is
known as a level 2 child route. The parent route is a header for level 2 child routes.
Here is an example of a level 1 parent route and a level 2 child route:

172.16.0.0/24 is subnetted, 1 subnets
R 172.16.1.0 [120/1] via 172.16.2.1, 00:00:07, Serial0/0/0

The subnet mask of the child routes are displayed in the parent route unless VLSM
Is used. With VLSM, the parent route displays the default classful mask and the
subnet mask is included with the individual VLSM route entries.

You were also introduced to the routing table lookup process in this chapter. When a
packet is received by the router, it looks for the longest match with one of the routes
in the routing table. The longest match is the route with the largest number of left-
most bits that match between the destination IP address of the packet and the
network address of the route in the routing table. The subnet mask associated with
the network address in the routing table defines the minimum number of bits that
must match for that route to be a match.



8.5.1 Summary and Review

Before examining any level 2 child routes (subnets) for a match there must first be a
match with the level 1 parent route. The classful mask of the parent determines how
many bits must match the parent route. If there is a match with the parent route,
then the child routes will be searched for a match.

What happens when there is a match with the parent route but none of the child
routes? If the router is using classful routing behavior, no other routes will be
searched and the packet will be discarded. Classful routing behavior was the default
routing behavior on Cisco routers prior to I0S 11.3. Classful routing behavior can be
implemented using the no ip classless command.



8.5.1 Summary and Review

Starting with 10S 11.3 classless routing behavior became the default. If there is a
match with a parent route but none of the child routes, the routing table process
will continue to search other routes in the routing table including a default route
should one exist. Classless routing behavior is implemented by using the ip
classless command.

Routes to networks get added to the routing table from various sources including
directly connected networks, static routes, classful routing protocols and classless
routing protocols. The lookup process, classful or classless routing behavior, is
independent of the source of the route. A routing table may have routes learned
from a classful routing protocol such as RIPv1, but uses classless routing
behavior, no ip classless, for the lookup process



8.5.1 Summary and Review

Packet Tracer Exploration:
Ch8 - Packet Tracer Skills Integration Challenge
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