3.0.1.1 Chapter 3: Network Protocols and Communications

Introduction | Chapter 3
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3.0.1.2 Class Activity - Designing a Communications System
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Class Activity -
Designing a
Communications
System
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Network Protocols and Standards make network
communication easier.



3.1.1.1 Communication Fundamentals

Human Communication

Communication Fundamentals

Message Signal Signal Message
Message  ®  Transmitter »  Transmisson »  Recewver P Message L . .
Source — Medium — Destination Communication begins with a

message, or information, that must be
sent from a source to a destination.

The sending of this message, whether
by face-to-face communication or over
a network, is governed by rules called

protocols. These protocols are specific
to the type of communication method
occurring. In our day-to-day personal
communication, the rules we use to
communicate over one medium, like a

| telephone call, are not necessarily the
same as the protocols for using
another medium, such as sending a

. letter



3.1.1.2 Rule Establishment

humans communication between govern rules. It is verydifficult tounderstand Rule Establishment

Protocols must account for
sentance faz a configuracao humana compreensivel por muitos individuos the fO” OWIH.g- requirements:
difarentas. . An identified sender and
receliver

Common language and
grammar

Message Delivery Options Message Formatting and * Speed and tlmlng of
Encapsulation de”\/ery

\ I / . Confirmation or

ST ackn_owledgment
- - requirements

messages that are not correctly formatted and donot follow the established
rules and protocols. A estrutura da gramatica, da lingua, da pontuacao e do

Message Encoding

Message Timing Message Size



3.1.1.3 Message Encoding

Source
Encoded

Message Encoding

One of the first steps to
sending a message Is
encoding. Encoding Is the
process of converting
iInformation into another
acceptable form, for
transmission. Decoding
reverses this process in order
to interpret the information.



3.1.1.4 Message Formatting and Encapsulation

Sender

T = Message Formatting and
__ s T Encapsulation
?ﬁgﬁhms John

Cankns, Ohio 4203

Letter writing is one of the most

Recipienlt Sender Salutation Fiecipienlt Content of 5'E='I'I'E|'E='r:| Egm“; Common_forms Of ertten hgma‘n
(destination) |(source)  |(Startof | |(Cestination) fLetter @ teq [iieniner (Endof communication. For centuries,
addess  |address [ R incator the agreed format for personal
letters has not changed. In many
Envelope Addressing | Encapsulated Letter cultures, a personal letter
1400 Main |4085SE | Dear . jus retred [Jomn | contains the following elements:
Canton,  |ocaa, thoupryon . An identifier of the recipient
Ohio 44203 | Florida might like to . .
34471 see my . A salutation or greeting
The message content
A closing phrase
o M ) . An identifier of the sender




3.1.1.5 Message Size

Human Communication

Message Size

The size restrictions of frames require the
source host to break a long message into
iIndividual pieces that meet both the
minimum and maximum size requirements.
The long message will be sent in separate
frames, with each frame containing a piece
of the original message. Each frame will
also have its own addressing information.
At the receiving host, the individual pieces
of the message are reconstructed into the
original message.



3.1.1.6 Message Timing

Sorry? | did not
understand you.

Access Method

Sorry? | did not
understand you.

Message Timing

These are the rules of engagement for
message timing.

Access Method

Access method determines when
someone is able to send a message. If two
people talk at the same time, a collision of
information occurs and it is necessary for
the two to back off and start again

Flow Control

Timing also affects how much information
can be sent and the speed that it can be
delivered

Response Timeout

If a person asks a question and does not
hear a response within an acceptable
amount of time, the person assumes that
no answer is coming and reacts
accordingly



3.1.1.7 Message Delivery Options

Unicast

-

Multicast

r

Broadcast

-

Message Delivery Options
A message can be delivered
In different ways, as shown in
Figure 1. Sometimes, a
person wants to
communicate information to a
single individual. At other
times, the person may need
to send information to a
group of people at the same
time, or even to all people Iin
the same area.



3.2.1.1 Rules that Govern Communications

Protocol Suite

Content Layer l Where is the café? I

Conversation protocol suite

1. Use a common language
2. Wait your turn Rules Layer

3. Signal when finished

Physical Layer

Protocol suites are sets of rules that work together to help solve a problem.

Rules that Govern
Communications

A group of inter-related protocols
necessary to perform a
communication function is called a
protocol suite. Protocol suites are
Implemented by hosts and
networking devices in software,
hardware or both.



3.2.1.2 Network Protocols

The Role of Protocols

IP Data
| will send this | can forward this message | can accept this message
message across the | because | understand the because | understand [Pvd.
networl using an IPvd4 header.

IPvd header.

The figures illustrate networking protocols that describe the

following processes:

. How the message is formatted or structured, as shown in
Figure 1

Network Protocols

At the human level, some
communication rules are formal and
others are simply understood based
on custom and practice. For devices
to successfully communicate, a
network protocol suite must
describe precise requirements and
interactions.

Networking protocols define a
common format and set of rules for
exchanging messages between
devices. Some common networking
protocols are Hypertext Transfer
Protocol (HTTP), Transmission
Control Protocol (TCP), and Internet
Protocol (IP).



3.2.1.2 Network Protocols

Let us all agree that if one of our
pathways is down, we will notify all
connected devices.

& f' |
ok
A
- &

4
|Path A is down. I

The process by which networking devices share information about pathways to
other networks

The process by which networking
devices share information about

pathways with other networks, as
shown in Figure 2



3.2.1.2 Network Protocols

Let's all agree that error
messages will have a unique ID
number.

| would like to set up a virtual
connection with you so we can
exchange information.

| agree. We can now send
and receive information
between us.

I
LY
¥

| Error 1002: Path B is slow. I

B

A ] [ ] -
ﬁ The setting up and termination of data transfer sessions

lEerr 10017: Path A is down. I

How and when error and system messages are passed between devices

. How and when error and system messages are passed between devices, as shown in Figure 3
. The setup and termination of data transfer sessions, as shown in Figure 4.



3.2.1.3 Protocol Interaction

HTTP - is an application protocol that governs the
way a web server and a web client interact.

Web

Server R rotocal Stack HTTP defines the content and formatting of the
requests and responses that are exchanged
Application Hypertext Transfer Protocol (HTTP) .
' between the client and server.
/ Transport Transmission Gontrol Protocol (TCP) . TCP -is the transport protocol that manages the
D . ot individual conversations. TCP divides the HTTP
\ messages into smaller pieces, called segments.
Network Access Ethermet IP - is responsible for taking the formatted
< ) segments from TCP, encapsulating them into
packets, assigning them the appropriate

addresses, and delivering them to the destination
host.

» . Ethernet - is a network access protocol that
describes two primary functions: communication
over a data link and the physical transmission of
data on the network media.



3.2.2.1 Protocol Suites and Industry Standards

Layer Name

Application

Transport

InteErmet

MNetwork Access

MNowell

TCP/IP IS0 AppleTalk Netware
HTTP ACSE
DNS ROSE
DHCP TRSE A s
FTP SESE
TCP N ATP AEP <Py
UDP S NBP RTMP
Pud IPvE
ICMP4 %?F“Effé’tlﬁ"ss AARP IPX
ICMPVE
Ethernet PPP Frame Relay ATM WLAN

Protocol Suites and Industry
Standards

A protocol suite is a set of
protocols that work together to
provide comprehensive
network communication
services. A protocol suite may
be specified by a standards
organization or developed by
a vendor. Protocol suites, like
the four shown in the figure,
can be a bit overwhelming.
However, this course will only
cover the protocols of the
TCP/IP protocol suite.



3.2.2.2 Development of TCP/IP

2011

The first World IPw6 Day (June 8, 2011), many websites and Internet service
providers around the world, including Google, Facebook, and Yahoo!,
participated with more than 1,000 other companies for a worldwide trial of
IPw.

Development of TCP/IP
The first packet switching
network and predecessor
to today’s Internet was the
Advanced Research
Projects Agency Network
(ARPANET)



3.2.2.3 TCP/IP Protocol Suite

TCP/IP Protocol Suite and Communication Process

TCP/IP Protocol Suite

Mame Host Email File Web

System Canfig Transfer Today, the TCP/IP protocol
F 1 . 1 1 1 suite includes many
A plication Lapee Jhe o BOOTPE o SMTR T FIP U HTTE & protocols, as shown in the
"pHeP | Cpop ! [ 1FTR ) figure
" IMAP
Transport Layer I UDP ] TCF
IP Support Routing Protocols

P
Internet Layer f Y T EIGRP B

f NAT ] r—-\IEMP OSPF
”““"Lﬁygf““’ | ARP || PPP I Ethernet I Interface Drivers ]

Domain Mame System [or Service,

Translates domain names, such as cisco.com, into IP addresses



3.2.2.4 TCP/IP Communication Process

Protocol Operation of Sending and Receiving a Message 1. 1n Figure 1 the web server preparing the Hypertext
Markup Language (HTML) page as data to be sent.
2. The application protocol HTTP header is added to

Protocol Encapsulation Terms

Elli | TP HITP | Deta the front of the HTML data..
A (o (O S 3. The HTTP application layer protocol delivers the
- HTML-formatted web page data to the transport
— layer.
TCP Segment . . .
—— 4. Next, the IP information is added to the front of the
Ethemet Frame TCP information. IP assigns the appropriate source

and destination IP addresses
5. The Ethernet protocol adds information to both
ends of the IP packet, known as a data link frame. 6.
This data is now transported through the
internetwork, which consists of media and
simirmireirn J intermediary devices.

7. In Figure 2, the animation begins with the client
receiving the data link frames that contain the data
8. The web page information is then passed on to the
client's web browser software.

Web Server VWeb Client




3.2.2.5 Activity - Mapping the Protocols of the TCP/IP Suite




3.2.3.1 Open Standards
: \ Open Standards
@ I E E E i | Open standards encourage
. MM- iInteroperability, competition, and

Innovation. They also guarantee that no

single company’s product can

I E T I:® monppolize the market., or have an
unfair advantage over its competition.

n

Internet Assigned Numbers Authority A gOOd examp|e Of thiS iS When
purchasing a wireless router for the
i { ~ M R AW | home. There are many different choices
,(@ (5(/§ available from a variety of vendors, all of
A\ \ITU which incorporate standard protocols
ICANN \} such as IPv4, DHCP, 802.3 (Ethernet),
P et and 802.11 (Wireless LAN). These open

standards



3.2.3.2 Internet Standards

Internet Standards
Standards organizations are usually vendor-neutral, non-profit institutions established to develop and promote the

concept of open standards. Various organizations have different responsibilities for promoting and creating
standards for the TCP/IP protocol.

ISOC, IAB, IETF, and IRTF
IANA and ICANN

IANA e ICANN

Intenet Engineering Steering Group (IESG) Internet Ressarch Steenng Group (RSG)
Warking Wiarkimg Research Research
Group #1 Group H#2 Group #1 Group #H2




Institute of Electrical and Electronics Engineers (IEEE)

IEEE 802 Working Groups and Study
Groups

802.1 Higher Layer LAN Protocols Working Group
B802.3 Ethernet Working Group

802.11 Wireless LAN Working Group

802 .15 Wireless Personal Area Network (WPAN)
Working Group

802.16 Broadband Wireless Access Working Group
802.18 Radio Regulatory TAG

802.19 Wireless Coexistence Working Group
802.21 Media Independent Handover Services Working
Group

802 .22 Wireless Regional Area Metworks

802.24 Smart Grid TAG

3.2.3.3 Electronics and Communications Standard Organizations

Electronics and Communications
Standard Organizations

Other standard organizations have
responsibilities for promoting and
creating the electronic and
communication standards used to
deliver the IP packets as electronic
signals over a wired or wireless
medium.



3.2.3.3 Electronics and Communications Standard Organizations

EIA/TIA Standards

VERIFIED CATSE TIA/EIA-
568B

Other standard organizations have
responsibilities for promoting and
creating the electronic and
communication standards used to
deliver the IP packets as electronic
signals over a wired or wireless
medium



3.2.3.4 Lab - Researching Networking Standards

In this lab, you will
complete the following
objectives:

Part 1. Research
Networking Standards
Organizations

Part 2. Reflect on
Internet and Computer
Networking
Experience



3.2.4.1The Benefits of Using a Layered Model

A networking model is only a
representation of a network operation.
The model is not the actual network.

The benefits to using a layered model
to describe network protocols and
operations include:

e . Assisting in protocol design
N because protocols that operate at
a specific layer have defined
_ information that they act upon and
OSI Model TCP/IP Protocol Suite TCP/IP Model : .
, a defined interface to the layers
above and below.
HTTP. DNS, DHCP, FTP Application . Fostering competition because

products from different vendors

N can work together.
TCP, UDP . Preventing technology or

capability changes in one layer

| IPvd, IPv6, .

Providing
Data Link | .
f_ _ PPP, Frame Relay, Ethernet Network Access . PfOVIdIng a commaon Ianguage to

| Physical |

describe networking functions and
capabilities.



3.2.4.2 The OSI| Reference Model

OSI Model

1. Physical



3.2.4.3 The TCP/IP Protocol Model

TCP/IP Model

Represents data to the user, plus encoding and dialog
control.

Transport Supports communication between various devices across
P diverse networks.
Determines the best path through the network.

Controls the hardware devices and media that make up the
networl.

Application

MNetwork Access




3.2.4.4 0S| Model and TCP/IP Model Comparison

Comparing the OSI Model and the TCP/IP Model

0Sl Model TCP/IP Model
7. Application
6. Presentation

Application

5. Session

4., Transport

Transport

3. Network

2. Data Link
Network Access
1. Physical

The key similarities are in the transport and networlk layers; however, the two models differ in
how they relate to the layers above and below each layer.



3.2.4.5 Activity - Identify Layers and Functions

Activity - Part 1: OSI Layer Functions

Drag the O3Sl layer to its functional description.

Layers
‘ 7 Application

‘ 6 Presentation

05l Layer Functional Descriptions

9 Segments, transfers and reassembles data

" I b

| Application ' Contains protocols used for process-to-process communications
Network l Provides a data path or route

@ l Physical I Bit transmission

‘ 1 Physical



3.2.4.6 Packet Tracer - Investigating the TCP/IP and OSI Models in Action

Packet Tracer

........

v L
PC-PT  PC-PT
c3 c4

« Devices Fast Forward Time




3.3.1.1 Message Segmentation

Communicating the Message

Multiplexing - interleaving the pieces
as they traverse the media.

// Segmentation - breaking
communication into pieces.

)

Multiple communications are
interleaved, giving each user a part of
the bandwidth.

By sending smaller individual pieces from source to destination, many different conversations can
be interleaved on the network, called multiplexing. Click each button in Figure 1, and then click the
Play button to view the animations of segmentation and multiplexing.

Segmentation can increase the efficiency of network communications. If part of the message fails
to make it to the destination, due to failure in the network or network congestion, only the missing
parts need to be retransmitted.



3.3.1.2 Protocol Data Units

Encapsulation

Passing doswn the stack.
Erveil Dita Deta 7
Data Data Dita -
o ()
Tramsport
header Lo
Matwork | Transport - =
header | header Cera Packet -,
S b TS LI T Diata Frame trailer [rmesdiurm L
headsr headar headar \
dependent) ./ 4
1100010107000 107 1001 010070107 01007 o
Bits EA




3.3.1.3 Encapsulation Example

Protocol Operation of Sending a Message

Protocol Encapsulation Terms

Ethernet I TCP Diata
A A A A
User Data
TCF Segment
IP Packet
Ethernet Frame
Weh Server Web Client

Ethernet Iz TCH Dats




3.3.1.4 De-encapsulationncapsulation

Protocol Operation of Receiving a Message

Protocol Encapsulation Terms

Web Server Web Client

Ethernet IP | TCP Data




3.3.1.5 Activity - Identify the PDU Layer

Encapsulation [

Passing down the stack.

Email Data
Data Data Data
Thr?ar; er Daid
| T o
Frame header thangrf Tﬁg‘ o Data |Frame trailer

1100010101000101100101001010101001

Check

11

Reset

Segments

Packets

Bits

a0 0] 013

& =C



3.3.2.1 Network Addresses

Metwork Addresses and Data Link Addresses

Physical Data Link [ Metwork ] [ Transport Upper Layers
Timing and S S Destination and | Encoded
. r r ical
synchronization mﬁ e m;ugma source process | application
bits addre addre number (ports) | data




3.3.2.2 Data Link Addresses

Layer 2 Data Link Addresses
The IP packet is encapsulated in
a data link frame that contains
Original Source ~apesineion, | d@ta link information, including a:
. Source data link address -
The physical address of the
o e ﬁ e e ﬁ o e & device’s NIC that is sending

the data link frame.

— 2|l —H |l — 2| 53— . Destination data link

1921681110 17216169 address - The physical
address of the NIC that is
receiving the data link frame.
This address is either the next

Destination NIC ‘ Source NIC o Destination I° hop router or of the final

destination device.

L2 = Layer 2 L2 Header L3 IP Packet

L3 = Layer 3



3.3.2.3 Devices on the Same Network

Communicating with a Device on the Same Network
Role of the Network Layer

- Data Link Network Layer Addresses
Ethernet Frame Header ‘ IP Packet Header The network |ayer addresses, or IP
addresses, indicate the original source
Destination Source Source Destination and final destination. An IP address

. . Data I .
CC-CC-CC-CC- | AA-AA-AA-AA-| Network | Host | Network ©  Host a contains two parts:
ce-ce AA-AA | 1927681.% 110 [192768.1.: 9 . Network portion — The left-most

part of the address that indicates

which network the IP address is a

member. All devices on the same

network will have the same network

portion of the address.

Host portion — The remaining part

of the address that identifies a

specific device on the network. The
host portion is unique for each

FTP Server

192.168.1.9 device on the network.
CC-CC-CC-CC-CC-CC




3.3.2.4 Devices on a Remote Network

Communicating with a Device on a Remote Network Role of the Network Layer
Addresses
When the sender of the packet
_ Data Link Metwork Layer . .
Ethemet Frame Header “ IP Packet Header IS on a different network from
the receiver, the source and
Detination Sowce cource e destination IP addres_ses will
represent hosts on different
E : Data i i ..
11-11-11-11- | AA-AA-BA-AA- | Network °  Device | Network *  Device networks. This will be indicated
11-11 Ab-A0 192.168.1. 110 172.16.1. : a9 .

: : by the network portion of the IP
bC1 R1 R2 Wk Sarver address of the destination host.
1921681110 192.168.1.1 172.16.1.1 172.16.1.99
AA-AA-AA-AA-AA-AA 11-11-11-11-11-11 22-22-22-22-22-22  AB-CD-EF-12-34-56 . Source IP address - The IP

address of the sending
\ / device, the client computer

PC1:192.168.1.110.
Destination IP address -
The IP address of the
receiving device, the server,
Web Server: 172.16.1.99.




3.4.1.1 Lab - Installing Wireshark

Lab - Using
Wireshark to View
Network Traffic

In this lab, you will use
Wireshark to capture
and analyze traffic.



3.4.1.2 Lab - Using Wireshark to View Network Traffic




3.4.1.3 Class Activity - Guaranteed to Work!

A networking model is only a
representation of a network aperation. The
model is not the actual network.

. Establishing a language to
communicate

. Dividing the message into

05l Model TCP/IP Protocol Suite TCP/IP Model Sma” StepS, delivered a ||tt|e

[ o at a time, to facilitate

(o ] vmowownsm o understanding of the

[ s ) problem

[ Tk} ) e ﬁ T ] . Checking to see if the data

ot B TR has been delivered fully and

correctly
— PPP, Frame Relay, Ethemet Metwork Access . .
Physical \ . Timing needed to ensure

guality data communication
and delivery

|

Using network protocols and standards facilitates quality
data delivery in a timely manner.




3.4.1.4 Chapter 3: Network Protocols and Communications

Summary ’ Chapter 3
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