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Objectives

Describe the structure of a network, including the
devices and media that are necessary for successful
communications.

Explain the function of protocols in network
communications.

Explain the advantages of using a layered model to
describe network functionality.

Describe the role of each layer in two recognized
network models: The TCP/IP model and the OSI
model.

Describe the importance of addressing and naming
schemes in network communications.
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Network Structure
= Define the elements of communication
— 3 common elements of communication
* Message source
* The channel
- Message destination

= Define a network

— Data or information networks capable of carrying many different
types of communications

Signal Signal Message

>| Encoder ]b[ Transmitter]} Transmission » Receiver » Decoder » Message
Medium \ Destination |

‘ "The Channel"

T
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Network Structure
= Describe how messages are communicated

— Data is sent across a network in small “chunks” called
segments

Multiple communications are
interleaved, giving each user a part
of the bandwidth.

Segmentation ' | breaking communication into pieces.

- Segmentation Mulitplexing



Network Structure
= Define the components of a network
— Network components
* Hardware
« Software

Internetwork
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Network Structure
= End Devices and their Role in the Network

— End devices form interface with human network &
communications network
— Role of end devices:
* Client
* Server
» Both client and Server  pata originates with an end device, flows through the

network and arrives at an end device.

Internetwork Messages can take
alternate routes.
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Network Structure

= |dentify the role of an intermediary device in a data
network and be able to contrast that role with the role of
an end device

— Role of an intermediary device

* Provides connectivity and ensures data flows
across network
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Network Structure

= Define network media and criteria for making a network
media choice

— Network media — this is the channel over which a message
travels

Network Media

Copper

Fiber Optics

Wireless




Network Types
= Define Local Area Networks (LANS)

— A network serving a home, building or campus is considered a
Local Area Network (LAN)




Network Types
= Define Wide Area Networks (WANS)

— LANSs separated by geographic distance are connected by a
network known as a Wide Area Network (WAN)
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Network Types

= Define the Internet

— The internet is defined as a global mesh of interconnected
networks
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Network Types

= Describe network representations

Common Data Network Symbols

ﬁ Router ' Firewall
LAN Switch
& L erone

E LAN Hub @ Wireless Access Point

é Wireless Router
Server

/ WAN Media

g Desktop Computer LAN Media

0090000099999,

Laptop Wireless Media
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Function of Protocol in Network Communication

= The importance of protocols and how they are used to
facilitate communication over data networks

— A protocol is a set of predetermined rules

'Where is the Café?

TN

Content layer

Conversation Protocol Suite
1. Use a Common Language
2. Wait Your Turn

3. Signal When Finished

Rules layer

Physical layer



CISCO. - | ? Cisco NetwoﬁiingAgademV

Function of Protocol in Network Communication
= Explain network protocols

— Network protocols are used to allow devices to communicate
successfully

The Role of Protocols

Let's all agree that if one of our pathways is down,
we'll notify all connected devices.

Path A is down. | B

The process by which networking devices share information about pathways to other networks
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Function of Protocol in Network Communication
= Describe Protocol suites and industry standards

— A standard is a process or protocol that has been endorsed by
the networking industry and ratified by a standards organization

Protocol Suites are sets of rules that work together to help solve a problem.

'\Where is the Café?

-

Content layer

Conversation Protocol Suite
1. Use a Common Language
2. Wait Your Turn

3. Signal When Finished

Rules layer

Physical layer
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Function of Protocol in Network Communication
= Define different protocols and how they interact

Protocol Stack

Web
Server

Hypertext Tranfer Protocol (HTTP)

Transmission Control Protocol (TCP)

Internet Protocol (IP)

Ethernet
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Function of Protocol in Network Communication
= Technology independent Protocols

— Many diverse types of devices can communicate using the
same sets of protocols

— This is because protocols specify network functionality, not the
underlying technology to support this functionality

Network
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Layers with TCP/IP and OSI Model

= Explain the benefits of using a layered model
— Benefits include

* Assists in protocol design
+ Fosters competition

- Changes in one layer do not affect other layers
* Provides a common language

Using a layered model helps in the design of complex, multi-use, multi-vendor networks.

Individual parts of the system can be
designed independently, but still
work together seamlessly.
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Layers with TCP/IP and OSI Model
= Describe TCP/IP Mode

TCP/IP Model
Abblicati Represents data to the user plus
PP encoding and dialog control.
Supports communication between diverse
Transport h .
devices across diverse networks.
Internet —> Determines the best path through the network.
Network Controls the hardware devices and
EEE—
Access media that make up the network.
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Layers with TCP/IP and OSI Model

= Describe the Communication Process

TCP/IP model TCP/IP model
|  Application | | Application |
[ Transpori ] [ Trans!mrt ]
| Tnternet ]l Internet )

Metwork Access ]I Metwork Access
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Layers with TCP/IP and OSI Model
= Explain protocol data units (PDU) and encapsulation

Encapsulation

Passing
Email Data Data down the
stack.
Deata Deata Data
Segment
TCP/IP model
Transport Data
header
Metwark | Transpord P TCPI/IP Model
header hesder Packet
. L. Represents data to the user plus
Applicaticy encoding and dialog control
Frame MNetaork Transport Data Frame Frame {medium a q '
hizacher header header Irailer dependent)
L
Transnet Supports communication between diverse
1100010101000101100101001010101001 Bits P devices across diverse networks.
P —
_.,E_{ j Internet — > Determines the best path through the network.
T
Network Controls the hardware devices and
Access media that make up the network.
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Layers with TCP/IP and OSI Model

= Describe the process of sending and receiving
messages

Protocol Operation of Sending and Receiving a Message

Protocol Encapsulation Terms

\ \
‘ ‘User Data

TCP Segment

IP Packet

Ethernet Frame

Web
. Client

Web
server

I 010101101010010111101101010010
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Layers with TCP/IP and OSI Model

= Explain protocol and reference models

— A protocol model provides a model that closely matches the
structure of a particular protocol suite

— A reference model provides a common reference for maintaining
consistency within all types of network protocols and services

Models Provide Guidance

Network diagrams depict actual devices in
their relationships.

—ee e

O3Sl Model TCP/IP Model

Application

Application
Presentation

A networking model is only a

Sessigl representation of network Transport
Transport operation. The model is not the
actual network. Internet
Network
Network Access
Data Link

Physical
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Layers with TCP/IP and OSI Model
= Define OSI

7. Application
6. Presentation

5. Session

4. Transport

3. Network

2. Data Link

1. Physical
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Layers with TCP/IP and OSI Model
= Compare OSI and TCP/IP model

OSI Model TCP/IP Model

[ 7. Application

[ 6. Presentation Application

[ 5. Session

[ 4. Transport [ Transport

[ 3. Network [ Internet ]

[ 2. Data Link
Network
Access

[ 1. Physical

The key parallels are in the Transport and Network layers.
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Addressing and Naming Schemes
= Explain how labels in encapsulation headers are used
to manage communication in data networks

I3
Physical ] [ Datalink ] { Network ] [ Transport } [ Upper Layers ]
Timing and Destination and Destination and Destination and Encoded Application Data
Synchronization Source Physical Source Logical Source Process
Bits Addresses Network Number (ports)
Addresses
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Addressing and Naming Schemes

= Describe examples of Ethernet MAC Addresses, IP
Addresses, and TCP/UDP Port numbers

Addressing the PDU

DEST SOURCE

DEST | SOURCE DATA

DESTINATION |SOURCE DATA
DEVICE DEVICE
ADDRESS ADDRESS
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Addressing and Naming Schemes

= Explain how labels in encapsulation headers are used
to manage communication in data networks

Protocol Data Unit (PDU)

. Destination Source
Network Device Network Device Data
Address Address Address Address

The Protocol Data Unit header also contains the network address.

209.165.200.230
209.165.202.145 209.165.202.130

Source’ / f

network’ Source end
device

209.165.200.226 .

t estination
network
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Addressing and Naming Schemes

= Describe how information in the encapsulation header
IS used to identify the source and destination processes
for data communication

At the end device, the service port number directs the data to the correct conversation.

Service: Terminal Session Data Port Number
Terminal

Session
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Summary

In this chapter, you learned to:

« Describe the structure of a network, including the devices and media that are necessary
for successful communications.

+ Explain the function of protocols in network communications.

« Explain the advantages of using a layered model to describe network functionality.
Describe the role of each layer in two recognized network models: The TCP/IP model
and the OSI| model.

« Describe the importance of addressing and naming schemes in network
communications.
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