11.0.1 Introduction

version 12.2

!

hostname Router

!

interface FastEthernet0/0
no ip address
duplex auto

speed auto
shutdown

!

interface Serial0/0
no ip address

shutdown
1

interface Serial0d/1

no ip address
shutdown

Configuring and Testing the Network



11.1.1 Cisco I0S

The IOS is stored in

Flash Memory Cisco 10S

Provides devices with the
following network services:

« Basic routing and switching

functions

 Reliable and secure access to

networked resources
Network scalability

Internetwork Operating System for Cisco networking devices

SECURITY ADDRESSING INTERFACES

MANAGING
RESOURCES

ROUTING QoS



11.1.1 Cisco I0S

Console Port:
Initial configuration
Disaster recovery
Troubleshooting
Password recovery

Accessing the Cisco I0S on a Device

Telnet Access

Serial Ports
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line con 0
password cisco
login

line aux O

FastEthernet Ports

Auxiliary Port

Console Port

line vty 0 4

password cisco

Telnet Access

Modem Access

Terminal Access

login
end




11.1.2 Configuration Files

Configuration Files

show run
copy run start
MVREAM
startup-
configuration

Al start up, startup-configuration is copied from
NVRAM to RAM and executed as running-
configuration.

Y

Configuration edits change rinning= Running-configuration

£ ti
running-configuration —> —— C—> directs device operation
RAM



11.1.3 Cisco I0S Modes

I0S Mode Hierarchical Structure

Uzer EXEC Command-Router>
ping

show (limited)

enable

eto. ..

Privileged EXEC Commands-Router$#
all User EXEC Commands

debug commands

reload Global Configuration Commands-Router {config)#
configure hostname
eto. . enable secret

ip route

interface ethernet q::f Interface Commands-Router{config-if)#
aerial ip address
bri ipx addressl
eto. encapsulation

shutdown,/ no shutdown

etc. .
rontar e *=:f Routing Engine Commands-Router (config-
router) #
oapf
. network =
eig rp

Eouter>

Fouter>enable

Router#

Routerffconfig t

Enter configuration commands, one per line. End with END.
Router (config) #

Router (config) #int s0

Router (config-if)#

Router (config-if)#_




11.1.3 Cisco I0S Modes

I0S Prompt Struciure

Boonter»>ping 1592.168.10.5
Bonter#show running-config
Ronter (config)#Interface FastEthernet 0/0

Ronter (config-if)#ip address 152.162.10.1 255.255.255.0

The prompt changes to denote the current CLI mode.

Switch>ping 15%2.168.10.8

Switchf#zhow running-config

Switch(config)#Interface FastEthernet 0/0

Switch(config-if)#Dlescription connection to WEST LAN4

*User executive
mode

*Privileged
executive mode

*Global
configuration
mode

*Other specific
configuration
modes




11.1.3 Cisco I0S Modes

User EXEC Mode

Limited axamination of router. Remote

ACCEsS.

Ewitech>
FEouter:

Privileged EXEC Mode
Detailed examination of router,
Debugging and testing. File

manipulation. Remole access.
Switché#
Routerl

I0S Primary Modes

Global Configuration Mode

Global configuration commands.

Switch (config) #
Fouter (config) #

Other Configuration Modes
Specific service or interface
configurations.

Switch (config-)#
Router (config-) #



11.1.3 Cisco I0S Modes

I0S Modes

Fouter conl iz now available.

Fress BETUEN to get started.

Taer Acceas Verification

Fassword:

Router:> - User-Mode Prompt
Bouter>enahle

FPassword:

Routerd - Privileged-Mode
Fouterfdisable
Router:> User-Mode Prompt

BEounterz-exit

Router



11.1.4 Basic IOS Command Structure

Basic 10S Command Structure

Router>ping 192 .168.10.5

| (.

| | | |
Keyword or

| i | ﬁrgu:nemt
Vooovvd

Fouter>show ip protocols

PROMPT COMMAND SPACE

Prompt commands are followed by a space and then the
keyword or arguments.

Must be in the correct I0S Mode for the command to work.



11.1.4 Basic I0S Command Structure

105 Command Conventions

When describing the use of commands, we generally use these conventions.

Convention Description

Boldface text indicates commands and keywords that are entered literally as shown.

italics Italic text indicates arguments where the user supplies values.

[x] Square brackets enclose an optional element (keyword or argument),

I A verfical line indicates & choice within an optional or required set of keywords or arguments.

X1 Square brackets enclosing keywords or arguments separated by a vertical line indicate an optional
choice.

{X 1Y) Braces enclosing keywords or arguments separated by a vertical line indicate a required choice.



11.1.5 Using CL Help

Context Sensitive Help

Example of a sequence of commands using the CLI context sensitive help

Ciscofel?
claar clock
Ciscofelock 7
sat Set the time and date
Ciscofelock set

¥ Incomplete command.

Ciscofelock set 7

hh:mm:ss2 Current Time
Cizcofelock =et 19:50:00

¥ Incomplete command.

Command explanations
Incomplete command messages
Invalid input messages

Variable formats

Ciscofelock set 19:50:00 7

<1-31> Day of the month

MONTH Month of the year
Ciscofelock set 19:50:00 25 6

"~

Invalid input detected at '*' marker.
Ciscofeclock set 19:50:00 25 June
¥ Incomplete command.
Ciscofeclock set 19:50:00 25 June ?

£1993-2035> Year
Ciscofeclock set 19:50:00 25 June 2007
Cisco#



11.1.5 Using CL Help

Command Syntax Check Help

The 10S returns a help message indicating that ~ The 108 returns a help message to indicate that
required keywords or arguments were left off the  there were not enough characters entered for the

end of the command: command interpreter to recognize the command.
Switch#»clock set Switch#co
2 Incomplete command ¥ Ambignon=s command: "o’

Switch#clock =set 19:50:00

¥ Incomplete command

The 105 returns a "* to indicate where the command
interpreter can not decipher the command:

Switch#clock set 19:50:00 25 6

o

¥ Invalid input detected at "' marker.



11.1.5 Using CL Help

Command Syntax Check Help

Error Message Meaning

-

% Ambiguous not enaugh

characters entered
for the 25 o
recaghize the

cortnand @ toornsicd

L)

cammand

-

% Incomplete not all of the required

keywords or
arguiments were
entered

cortnstcl.

% Inwvalid input
detected at '*!
marker

carmmand was
entered incorrectlhy.
The error occurred
where the caret mark
(™) appears.

Examples

Switch#e

¥ Ambiguous commands: "o

Switch#eclock set
% Incomplete command.

Switch#clock set
19:50:00 25 &

% Invalid input detected
at '*' marker.

How to Get Help

Reenter the command followed by a
guestion mark () with no space
between the command and the
guestion mark.

The possible keywards that vou
can enter with the command are
displayed.

Reenter the command followed by a
guestion mark () with a space after
last word. The required kewwords or
arguments are displayed.

Reenter the command followed by
a guestion mark () in a place
painted by " mark. It can be also
heeded to delete last keyword(s) ar
argurment(s).



11.1.5 Using CL Help

CLI Hot Keys and Shortcuts

CLI Line Editing

Tab Completes a parlial command name entry. ﬂ
Backspace Erases the character to the left of the cursor.
Cirl-D Erases the character at the cursor. |

(NOTE: "Delete”, the key 1o erase o the right of the cursor, is nol recognized by terminal emulation programs. )

The Enter Key Displays the next line.

Space Bar Displays the next screen.

Any other alphanumeric key Returns to the EXEC prompt.

Break Keys

Cirl-C When in any configuration mode, ends the configuration mode and retums 1o privileged i‘
EXEC mode. When in setup mode, aborts back to the command prompt.

Cirl-Z When in any configuration mode, ends the configuration mode and retums to privileged
EXEC mode.

Mote: Control keys - Press and hold the <Cirl> key and then press the specified lelter key
Escape sequences - Press and release the <Esc> key, and then press the letter key.



11.1.6 IOS Examination Commands

I0S show commands can provide information about the configuration, operation and status of parts of
a Cisco router.

Router# show wvarsion

| o

REouterf show flash Routerf# show intarface

NVRAM | | Flash | 1

Internetwork Operating System

File

Active Tables and
Programs | Configuration | Buffers

Backup Operating
Configuration File | Systems

T A

Router$ show processes CPU
Router$# show protocols

Router# show running-config

L

(

Router$# show memory

Router$# show stacks
Eouter$# show buffars

Router# show startup-config



11.1.6 IOS Examination Commands

Example of 105 Qutput

Eouterdshow version

Cisco 1038 Software, 1841 software (Cl841-IPBASEE9-M), Version 12.4(11)T, RELEASE SOFTHARE
Technical Support: http: S/ www.cisco.com/techsupport

copyright (c) 1936-2008 by Cisco Systems, Inc.

compiled Sat 18-Kov-06 15:20 by prod rel team

FOM: System Bootstrap, Version 12.3(8r) T8, RELEASE SOFTWARE (fcl)

Eouter uptime iz 10 wesks, 4 daya, 23 hours, 36 minutes
gystem returned To BIM by powsr-on

system restarted at 16:43:31 UTC Fri Jan 26 2007

system image file is "flash:cl8d4l-ipbaseki-mz.124-11.T.bin"

Cisco 1841 (revision 5.0) with 115712/15360K bytes of memory.
Frocez3or board ID FTXO%32WE1Y

2 FastEthernet interfaces

2 Low-spead serial (sync/asvnc) interfaces

DEAM configuration is 64 bits wide with parity diszabled.

191K bytes of HVRERM.

31360KE bytes of ATA CompactFlash (Read/write)

configuration register is 0x2102

Eonters

(E2)

Routerfishow version




11.1.7 10S Configuration Modes

105 Configuration Modes
User EXEC mode Router=
I
Privileged EXEC mode Routar#
I
Global configuration mode Router{config)#

| | I I ‘ I I | |
Specific configuration mode
Configuration Mode Prompt

Interface Router (config—if)#
Line Router (configdine)#

Routers Router (config—router)#



11.2.1 Devices Need Names

Basic Configuration Using Cisco |05

Without names, network devices are
difficult to identify for configuration
purposes.



11.2.1 Devices Need Names

Configuring Device Names

PhoenixHGQ

Z_

Flour_Bluff

AtlantaHQ

Mame network devices to identify them for
configuration purposes.

Router>

Eounter>enable

REonter#

Eonterfconfigure terminal

Bonter (config) #hostname AtlantaHQ
AtlantaHQ (config) #

A




11.2.2 Configuring Passwords and Banners

Limiting Device Access - Configuring Console Passwords

Console Password

Switch({config)#line console 0
Switch(config-line)f#password cisco

: . \ Switch(config-line)#login
This configuration requires

a console login when the

switch is next accessed. Press RETURN to get started!
L Ozer Access Verification

Pas=zsword:
Switoh>

Password characters not displayed
when entered



11.2.2 Configuring Passwords and Banners

Limiting Device Access
Configuring Telnet and Password Encryption

Virtual Terminal Password

Eouter (config)#line vty 0 4
Eouter (config-line) #password clisco
Router (config-line)#login

Enable Password

Router (config) #enable password =an fran

Enable Secret Password

Eouter (config) #enable =ecret cisco

A

Strongly encrypted password



11.2.2 Configuring Passwords and Banners

Limiting Device Access — Login Banner

LE_Aicnnfig]#harier motd # This is a secure system. Authorized Access ONLY!!! #

* 24

Delimiting characters not included in message

This configuration results | LT

in this message of the day

LAB & conl is now aveilable
banner

Presas RETURMN to get started.

This i3z & secure system. Authorized Zccess
) CHLY 11!

User Access Verification
password:
LAE A¥enable

Password:

LAE A




11.2.3 Managing Configuration Files

Checking Configuration Files

Eouter# show running-configuration

A

l', version 12.2

Lists the r;:r:lmplete hostname Bouter

configuration
currently active in
RAM. no ip address

duplex auto
speed suto

linterface FastEthernet0/0

The active ghutdown
configuration can be
copied to NVRAM. interface Serialls0

no ip address

shutdown

!

interface Seriall/1
[\ no ip address

Y

Eouterd copy running-configuration startup-configuration



11.2.3 Managing Configuration Files

Eoutergcopy running-config tftp

Eemote host []2 131.108.2.1535

Hame of configuraticon file to write[tockyo-config] ?tokyo.2
Write file tokyo.2 to 131.108.2.15357 [confirm] ¥

Writing teokyo.2 111111 [QOK]



11.2.3 Managing Configuration Files

Saving to a Text File in HyperTerminal

¢ dsh - HyperTerminal ‘_Imz(j =

n-mmcu[rrmrbb

Dleb| &|F| u v |

SondToxch

Capture to Printer

T

terface on the RT2 router
§.058 2§85 _92§5_240

alias exec atop reload

slias exec ¢ copy run start
line con 0

password ciaco
iogin

In the terminal session:

1. Start the text capture process

2.1ssue a show running-config command

3. Stop the capture process
4 Save the text file



11.2.3 Managing Configuration Files

Saving to a Text File in TeraTerm

S Yera Term Web 3.1
Wed Contred Window Meb
New correcton Ate 381 Software (C1841-IPBASEXS-M). Versiom 12 4(11)T. RELEASE A

BTSN > //vvv cisco con/techsupport

)6 by Cisco Systeas, Inc
3 e y
2y , 3 15720 by prod_rel_tesa

This product contains cryptogrephic festures and is suljl
States and local country lavs governing iaport. export
use Delivery of Cisco cryptogrephic products does not
third-party authority to iaport, export, distribute or

Trars's
Change deectory Versionm 12 J(8r)T8. RELEASE SOFTVARE (fcl)
Pt At o2 inutes
{ by reload at 01 34 15 UTC Fri Ag a
Dacorrect ‘flash cl1841-1pbaseki-nz 124-11 T JR
et Nt oQ Lock i | L) Wy Documents :] e 0

Inporters, exporters, distributors and users are respo My Pctures
conpliance vith U S and local country lavs. By using 3 vdeot

agree 10 coaply vith applicable lavs and regulations | Defadt rdp

to coaply vith U S and local levs., return this produc

A sunsary of U S lavs governing Cisco cryptographic p

~—=Nore- - i rae F‘u‘ 1ot

) - - e

In the terminal session:

Dehen ~ Filename:
1. Startthe log process 2t Bytes transfered:
2. 1ssue a show running-config command e |
se

J

Pause

testoa

1699

Help |

3. Close the log




11.2.4 Configuring Interfaces

Configuring Router Interfaces

All interfaces are accessed by issuing the interface command at the global configuration prompt.

In the following commands, the - e argument includes serial, ethemet, fastethernet, and others:

Bouter (config) linterface fyvoe port
Eouter (config) linterface type slot/port
Eouter (config) linterface type slot/subsior/port

The following command is used to administratively turn off the interface:

Eouter (config-if) #shutdown

The following command is used to turn on an interface that has been shutdown:

FEouter (config-if) fne shutdown

The following command is used to quit the current interface configuration mode:

FEouter (config-i1f) fexit

When the configuration is complete, the interface is enabled and interface configuration mode is exited.



11.2.4 Configuring Interfaces

Configuring Router Ethernet Interfaces

CISCO 184])

—

.r oo

- )/
T Nasseanntanans*

T D ——
; PN

v \.A‘noc AL Bnsan

aath

Router (config) #interface FastEthernet 0/0

Router (config-if)#ip address 192.168.10.1 255.255.255.0
Router(config-if) #no shutdown

Router(config-if) fexit

Router (config) #

Configure Router Ethernet Interfaces



11.2.4 Configuring Interfaces

Configure Router Serial Interfaces

CISCO 1541

Router(config)#interface Serial 0/0/0

Router (config-if)$#ip address 192.168.11.1 255.255,255.252
Router(config-if) #clock rate 56000

Router(config-if) #no shutdown

Router(config-if) #exit

Router(config)#

Configure Router Serial Interfaces




11.2.4 Configuring Interfaces

Router Interfaces Descriptions

CISC QO 18541

Router (config) #interface FastEthernet 0/0
Router (config-if) #description Building B Sales LAN
Router (config-if) fexit

Description is all text after this Interface description used for internal
space network documentation

Router (config) #interface Serial 0/0/0
Router (config-if) #description To Perth CKT-PT27834365-01
Router (config-if) #fexit

Description is all text after this
space



11.2.4 Configuring Interfaces

Switch Configuration

Switchfconfigure terminal
Switch{config) #interface FastEthernst 070

Switch{config-if)#description To TAM switch
Switch{config—if)$fexit

Switch{config) #hostname Flour Bluff

Flour Bluff (config) fexit -

Flour Bluffs$




11.2.4 Configuring Interfaces

Switch Configuration

Switchfconfigure terminal
Enter configuration commands, one per line. End with CHNTL/Z.

Switch{config) #interface wlan 1

Switch({config-if)$ip address 192.168.1.2 255.255.255.0
Switch({config—if) #no shutdown

Switch{config—-if) fexit

Switch{config)#ip default-gateway 192.168.1.1
Switch{config) #exit

Switch#




11.3.1 Testing the Stack

Testing Local TCP/IP Stack

L Local Area Connection Properties 2

Pinging the local host confirms that
TCP/IP is installed and working on the
local network adapter.

General | Authentication | Advanced

Connect uting
B9 VIA Rhine || Fast Ethernet Adapter Conbgure

This connection uses the follovang tems
¥ B8 00S Packet Scheduler -
3 Network Monitor Driver
¥ ¥~ Intemet Protocal (TCPAP)

< | >
[ Install ., Unmnistall [ Properties ]
Descripbon
Alows your computer to access resowces on 3 Microsolt
network

Pinging 127.0.0.1 causes a device
to ping itself.

| [v] Show on n notéic ston area when connected
[¥] Notify me when this connection has fimited or no connectivity

OK Cancel




11.3.2 Testing the Interface Assignment

Device i
Qutput ) Interface Testing

Fouterlfshow ip interface brief

Interface IP-Address OFE? Method —Statoes Protooal
FastEthernet0/0 192.168.254.254 YES5 HVEAM up up
FastEthermetl/1/0 unassigned TES  unmet ckrwm dicrwr
Seciald 050 172.18.0.254 TES  HVEAM up F)=]
Seriald /0,1 unAssigned YES LI admini stratiwely down down

Footerliping 192.168.254.1
Iype escape sequence to aboct.
Bending 5, 100-byte ICMP Echos to 192.168.254.1, timeouk iz 2 seconds:

Success tate is 100 percent (545, rournci-trip nﬁ.n.’uvg'."mﬂ:r. = 1/2/4 ms

Fouoter] ftraceroute 192 . 168.0.1
Iyp<e escape socaquenos to abart.
Tracing the roote to 152.168.0.1

1 172.16.0.253 3 msec: 4 msec B mesec
10,0.0.254 16 msec 16 msec B msec

"
b
3 192.168.0.1 18 msec * 20 memec

192.168.254 250

S0/00
FalVD 172.16.0.254
192,168,254 264

192.168.254.1




11.3.2 Testing the Interface Assignment

Switchléshow ip interface brief

Interface IF-Rddress (K7 Me=thod Status FProtoocol
Wlanl 192,168,254, 250 YES manual up L
FastEthernet0/1 unassigresd TES unset  down derwr
FastEthusrnet0,/2 unass fgreesd TES unmet up up
FastEthernet 0,3 unass igresd TES unmet up up
Cootput amitteds
Switchliping 192 .168.254.1
Type escape sequenoe to abort.
Sencding 5, 100-byte IMMPF Echos o 192.168.354.1, timeout is 2 seconds:
e
Buccess rate iz 100 percent (5/5), oound-trip minfeeg/max = 1/2/4 ms
Switchlitraceroute 152.168.0.1
Iype escape sequence to abort.
Tracing the roobe ko 1%2.1668.0.1

1 192.108.254.254 4 msec 2 msec 3 msec

2 172.16.0.253 B meec 4 omec 8 msec

3 10.0.0.254 16 mmec 16 omec 8 msec

4 192.168.0.1 16 mmec * 20 msec

192 168.254 250
00040
. R 172.16.0.254
192,168,254 .264

192.168.254.1




11.3.2 Testing the Interface Assignment

Testing the Local NIC Assignment

IP Address. . . . . . . . : 10.0.0.5
Subnet Mask . . . . . . : 255.255.255.0
Default Gateway. . . . : 10.0.0.254

Verify the host NIC address is
bound and ready for transmitting
signals across the media by
pinging its own |IP address.




11.3.3 Testing Local Network

Testing Local Network

Successfully pinging the other host's IPv4 addresses will verify that
not only the local host is configured properly but the other hosts
are configured correctly as well.

10.0.0.254/24
C:\=ping 10.0.0.3

10.0.0.250/24

10.0.0.5/24
10.0.0.1/24

10.0.0.4/24 10.0.0.2/24

10.0.0.3/24



11.3.4 Testing Gateway and Remote Connectivity

Fing Local Gateway
for Host

CA>ping 10.0.0.254

—

=)

10.0.0.1
255.255.255.0

Testing Gateway Connectivity

ECHO REQUEST

ECHO REPLY
10.0.0.250
255.255,

10.0.0.253
D 255.255.255.0
o S
10.0.0.2 10.0.0.3

255.255.255.0 255.255.255.0

10.0.0.254 -

255.255.255.0
Gateway
Address
inlerreet Prosscal [TORAR) Propertie 13

Vit L il P g e SRy i e e ROt
From _meaieiy Fewweme ] U mup ceteerw gl oty
e s F galSery

Har - P oatiem o ek

[RLE TSR T e Y .

—=— ~10.0.0.1

Host |P Address

adr wed -

HEEE 10.0.0.254

+ o i kg DFal eew modemaa
Fmfereend [P pere

ey L

o




11.3.4 Testing Gateway and Remote Connectivity

Testing Remote Connectivity

n
Lad

C:v=ping LS
C:v>ping LS
C:hv=ping 10,
C:veping 10

192.168.0.253 192.168.0.254

Fal/1 Fal/o
255.255.255.252 255.255.255.252
10.0.0.254 10.0.1.254

255.255.255.0 255.255.255.0

|
Ln
iy

Ping each hop to the
4 remote host

- ]
10.0.0.1 g 10.0.0.253 10.0.1.1 g 10.0.1.253
» » .255.255.
255.255.255.0 f0002 2552552550 255.265.2550 " 255.255.253.0
255.255.255.0 255.255.255.0

Ping to a remote host from a local host



11.3.5 Tracing and Interpreting Trace Results

Testing the Path to a Remote Host

RouterC RouterD

Trace from a router

RoutarAftracarcute 10.1.0.2

Y

RouterB
10.1.0.254/24

RouterA

10.0.0.254/24

10.1.0.1/24 10.1.0.2/24
Host 2

Trace from a host
10.0.0.1/24 10.0.0. 2124

Host 1

C=tracert 10.1.0.2



11.3.5 Tracing and Interpreting Trace Results

Interpreting Test Results

RouterC RouterD

192.168.11.254/24
RouterB
RouterA
A ping from Host1 to a 192.168.23.254/24
correct gateway address
succeeds,

192.168.11.1/24 192.168.11.2/24
IF hddress. . . . : 192.168.23.3
192.168.23.2/24 192.168.23.3/24 Subnet Mask ., . . : 255.255,255.0
Host Default Gateway . @ 192 .168.23.253

A

A ping from Host1 fails because the wrong
gateway address is configured on the host.



11.4.1 Basic Network Baselines

Baseline with ping

FEB 2, 2007 08:14:43

C:\>ping 10.66,254,159
Pinging 10.66.254.159 with 32 bytes of data:

Peply from 10.66.254.188: bytes=312| time<lms TTL=128
Paply from 10.66.254.159: bytes=3Z| time<lms TTL=128
Feply from 10,.66.254.159;: bytes=3i| time<lms TTL=128
Reply from 10,.66.254.15%: bytes=32 time<lms TTL=128

Run same tests at
MAR 17, 2007 14:41:06 different times and
compare values
C:\>ping 10, 66,254,159

Pinging 10.66.254.159 with 32 bytes of data:

Feply from 10.66.254.158: bytes=32| time<éms TTL=128
Faply from 10.66.254.158: byteas=312  time<éms TTL=128
Peply from 10,.66.234.159: bytes=3i| time<tms TTL=128
Reply from 10,66,254.159: bytes=32 time<tms TTL=128

E=m O

Hnﬂuvﬂran|nshuchun.




11.4.1 Basic Network Baselines

B8 CAWHDOWS system 3I2\vemd. exe

Subnet Mash
Default Gatevay

Host Ping Capture

Ethernst adapter Llocal Area Conmection

Connect flon pecif ic DN!
IP Address.

Subnet Mach

Defanlt Gateavay

ping 10.66.254.15%9%

18.66.254.159

255.8.90.9

1866 .25%4.1%9

Pinging 18.66.254.159 with 32 bytes of data:

Reply from 18,66 254,159 hytes

Reply from 18.66 »4.159: bhetes
Roply fronm 18,66 . 2%4.15%1 Bytos
Reply from 10.66.254.159%: bhytes

Ping tatist s for 10.66.25%4.15

Packets: Sent 4. Receilved
ipproxinate round trip time im

32
32
"'
32
91

"ni

Minimun s . Naxinum Wes .

ineCing
tine<ins
Eaneling
ineling

4. Lozt
X:I econds :
flvarage

Copy and Paste

Issue the ping
command.

Ping results



11.4.1 Basic Network Baselines

Router Ping Capture - Saving to a text file

o)

File Edt Vew Call | Transfer Heb

Recetve Flle. ..

B
Send Text Fie... Pause
Capture to Printer !

In the terminal session:

1. Start the text capture process.
2. Issue aping <ip address>command.

3. Stop the capture process.
4. Save the text file.



11.4.2 Capturing and Interpreting Trace Information

Capturing Traceroute

Cri=tracert www.olsoo.oom

Tracing route to www.clsco.oom

over a maximum of 30 hopa:

W 0 -] O LN B L B3

1
20
20
79
79

227
227
225
236

241
238
238
240

Mms
Mms
Mms
Mms
Mms
Mms
Mms
Mms
Mms

Mms
Mms
Mms
Mms

<1
20
19
T8
g1
228
227
225
249

244
238
239
247

BB GB R BB

B R R @

<1
20
20
T8
79
227
227
226
£33

240
239
240
248

[198.133.219.25]

182.168.0.1

nexthop.wa.ii.net [203.59.14.16]
giZz-4.per-gvl-bdrl.ii.net [203.215.4.32]
gil-14-0-0.svd-ult-corel.ii.net [203.215.20.2]
202.139.19.33

Z03.208.148.17

Z03.208.145.34

Z08.30.205.145
al-bb23-ana-B-0-0.sprintlink.net [144.232.9.23]

al-bb25-39-9-0.zprintlink.net [144.232.20.159]
al-gwB-37-10-0D.3printlink.net [144.232.3.114]
144 .228.44.14

gjce—dmnzbb-gwl .cisco.com [128.107.23%.89]



11.4.2 Capturing and Interpreting Trace Information

Router Traceroute Capture - Saving to a text file

Lo ropertomina T

File Edt Vew Cal Transfer MHeb

sl = Send Fle. ..

J
B

Send Text Fle, .. Pause

Capture to Printer

J

In the terminal session:

1. Start the text capture process.

2. Issue a tracerocute <ip address> command.
3. Stop the capture process.

4. Save the text file.



11.4.3 Learning about Nodes on the Network

Learning About the Nodes on the Network

10.0.0.234/24 ﬁ

10.0.0.1/24

»
10.0.0.5/24

10.0.0.4/24 »

% 10.0.0.2/24

10.0.0.3/24
C:\ »arp —-a
Internet Address Phy=aical aAddress Typee
i0.0.0.2 00-08-a3-b&E-ce—-04 dynamic IP- MAC Address Pair
10.0.0.3 00-0d-56-09-fb—dl dynamic
10.0.0.4 00-12-3f-d4-6d-1k dynamic
10.0.0.254 00-10-Tb—aeT7-fa—-ef dynamic

A



11.4.3 Learning about Nodes on the Network

Switch Conneclions

swl-2%%50¢ehow mac-address-table

Mac Address Table

Vlan Mac Address Type Porte
All 00ld. aBag.87THED STATIC CPD
All 0100.0ccec.cocoo SETATIC CPD
All 0100.0cce.cocd STATIC CPD
All 0100.0cdd. dddd STATIC CPD
1 gool.eedd.3ibdb DYHAEMIC Fal f23 Ml.l|lip|El devices connected
i ooz .fdel.éach DYHRMIC Fal /14
1 0006.5bBE.dfcd  DYNAMIC Gio /2 to Fa0/23
1 gooe.Shdd. 6fee DYREMIC Fal /23
1 gooe. Skhdd. 70 35 DYHAMIC Fal /23 {
1 gooe.Skdd. 72 £d DYHAMIC Fal /23
1 gooe.Shdd. 73bo DYHAMIC Fal /23
1 000e.0ckhe.2b51 DYHAMIC Fao /2
1 poof.gaf28 . bThS DYHAMIC Fal /18
1 fboii.iie5.8act DYHAEMIC Fad /1
1 00i3.720b.d0c3 DYHAEMIC Fal 19
1 0oa0.9120. 1766 DYHAMIC Fal /8
1 00ad.c9d49. 70 2a DYHAEMIC Fald f15
1 00cO.bL770.6c1% DYHAMIC Fal0 f22
1 00cO.b770. 6cEe DYHAMIC Fal /21
1 00cO.b770. 6cBE DYHAMIC Fald /20
1 f0ed.leed. 0987 DYHEMIC Fao /17

Table showing MAC addresses connected to switch interfaces



11.6.1 Summary and Review

In this chapter, you learned to:

Define the role of the Internetwork Operating System (105).
* Define the purpose of a configuration file.
« ldentify several classes of devices that have the 105 embedded.

« |dentify the factors contributing to the set of 105 commands available to a device.
|dentify the 105 modes of operation.

|dentify the basic 105 commands.
Compare and contrast the basic show commands.
























