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6.0.1.1 Introduction ‘

Upon completion of this chapter you will be able to:

Describe the purpose of the network layer in data communication.

Explain why the |IPvd protocol requires other layers to provide reliability.
Explain the role of the major header fields in the |IPv4 and IPvE packets.

Explain how host devices use routing tables to direct packets to itself, a local

destination, or a default gateway.
Compare a host routing table to a routing table in a router.

Describe the common components and interfaces of a router.

Describe the boot-up process of a Cisco 105 router.
Configure initial settings on a Cisco 105 router.

Configure two active interfaces on a Cisco O3S router.
Configure the default gateway on network devices.
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The Network Layer uses four basic processes...

«  Addressing end devices

*  Encapsulation
*  Routing
*  De-encapsulation
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Metwork layer protocols forward transport layer PDUs between hosts.

The network layer, or OSI Layer 3,
provides services to allow end devices
to exchange data across the network.
To accomplish this end-to-end
transport, the network layer uses four
basic processes:

e Addressing

¢ Encapsulation

¢ Routing

e De-encapsulation



Fi Application Other legacy network
layer protocols that are
not widely used
include:

Presentation

Session

e Novell Internetwork
* Intemet Protocol version 4 (IPvd)

* Intemet Protocol version & (IPvE) Packet EXChange (IPX)
e AppleTalk

e Connectionless

(CLNS/DECNet)




6.1.2.1 Characteristics of IP

TCP/IP

MNetwork Layer

I— Packet
_ Segment

| Packet —_—

_ Segment

TCP segments

encapsulated into

P packets

e

|P Packets flow through the internetwork.

The basic
characteristics of IP
are:

¢ Connectionless - No
connection with
the destination is
established before
sending data
packets.

e Best Effort
(unreliable) -
Packet delivery is
not guaranteed.

e Media Independent -
Operation is
independent of the
medium carrying
the data.



6.1.2.2 IP — Connectionless

Connectionless Communication

Letter

|

A letter is sent.

The sender doesn't know:

« [f the receiver is present
* [f the letter armived
* [f the receiver can read the letter

Mail Box ‘

The receiver doesn't know:

Letter

When it is coming

IP is connectionless and,
therefore, requires no
initial exchange of control
information to establish
an end-to-end connection
before packets are
forwarded. IP also does
not require additional
fields in the protocol data
unit (PDU) header to
maintain an established
connection.



6.1.2.3 IP — Best Effort Delivery

Best Effort Unreliable simply means
that IP does not have the
capability to manage and
recover from undelivered
g_ or corrupt packets. This is
because while IP packets
are sent with information
about the location of
delivery, it contains no
information that can be
processed to inform the
S sender whether delivery
route. was successful. There is no
synchronization data

included in the packet
header

IP-Packat

IP-Packat IP-Packet

IP-Packat

Packets are routed through the
network quickly.

As an unreliable network layer protocol, IP does not guarantee that all sent packets will be
received. Other protocols manage the process of tracking packets and ensuring their delivery.



6.1.2.4 IP — Media Independent

Media Independence

one major characteristic of the
media that the network layer
considers: the maximum size of the
PDU that each medium can
transport. This characteristic is
referred to as the maximum
transmission unit (MTU). Part of
the control communication
between the data link layer and the
network layer is the establishment
of a maximum size for the packet.
The data link layer passes the MTU
value up to the network layer. The
network layer then determines
how large packets should be

Optical Fiber

IP-Packet

Copper Seria Copper Ethernet

Wireless

Copper Ethernet e
LOORROCOCK

A

IP packets can travel over different media.



Generating IP Packets

The network layer adds a header so packets can be routed through complex networks
and reach their destination. In TCP/IP based networks, the network layer PDU is the IP

packet.

Transport Layer Encapsulation

Metwork Layer Encapsulation

Segment
Header Data

|IP Header

Transport Layer PDU

Metwork Layer PDU

|IP Packet

* Data
* Segments

e Packets

* Frames
e Bits



Delivery Method

Connectionless Best Effort Media Independent

Will send a packet even if the destination Does not guarantee that the packet will be | Will adjust the size of the packet sent
host is not able to receive it. delivered fully without errors. depending on what type of network access

will be used.

Mo contact is made with the destination host | Packet delivery is not guaranteed.
before sending a packet. Fiber optics cabling, satellites, and wireless

can all be used to route the same packet.




6.1.3.1 IPv4 Packet Header
mm .+ Version - Contains a 4-bit binary value
identifying the IP packet version. For

IPv4 packets, this field is always set to

Differentiated Services

_ Internet (D3) 0100.
Version | Heacer Tatal Length « Differentiated Services DS field is an 8-
DSCP ECN bit field used to determine the priority

of each packet.
* Time-to-Live (TTL) - Contains an 8-bit

Identification Flag Fragment Offzet
20 binary value that is used to limit the
Bytes : :
Time-to-Live Protocol Header Checksum I|fet|me Of a }:.)ackejc. ]
A * Protocol - This 8-bit binary value

indicates the data payload type that

the packet is carrying

. 1 e Source IP Address - Contains a 32-bit
binary value that represents the source
IP address of the packet.

* Destination IP Address - Contains a 32-

Options (optional) Padding bit binary value that represents the

destination IP address of the packet.

Source |IP Address

Destination |P Address




6.1.3.2 IPv4 Header Fields

i s R e & e

Differentiated Services
ey
Internet (D3]
Wersion Header Total Length
Length
DSCP ECM
| = ' *
Identification Flags I Fragment Offzet
> —
Time-to-Live Protocol Header Checksum

Source |P Address

Destination [P Address

20
Bytes

Options (optional )

Padding

* Internet Header Length (IHL) - Contains a 4-
bit binary value identifying the number of
32-bit words in the header.

* Total Length - Sometimes referred to as the
Packet Length, this 16-bit field defines the
entire packet (fragment) size

* Header Checksum - The 16-bit field is used
for error checking of the IP header

A router may have to fragment a packet when

forwarding it from one medium to another

medium that has a smaller MTU.

* Identification - This 16-bit field uniquely
identifies the fragment of an original IP
packet.

* Flags - This 3-bit field identifies how the
packet is fragmented.

* Fragment Offset - This 13-bit field identifies
the order in which to place the packet
fragment in the reconstruction of the
original unfragmented packet.



6.1.3.3 Sample IPv4 Headers
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Wireshark is a useful
network monitoring
tool for anyone
working with
networks and can be
used with most labs
in the Cisco Certified
Network Associate
(CCNA) courses for
data analysis and
troubleshooting. It
can be used to view
sample values
contained in IP
header fields.



6.1.3.4 Activity - IPv4 Header Fields

IPv4 Header Fields

Version Differentiated Services
Always set to 0100 for [Pvd |dentifies the prionty of each packet

Time-to-Live Protocol

Commonly referred to as hop count |dentifies the upper-layer protocol to be used next

Source IP Address Destination IP Address

|dentifies the IP address of the sending host |dentifies the |P address of the recipient host




6.1.4.1 Limitations of IPv4

e |P address depletion - IPv4 has a limited number of unique public IP
addresses available. Although there are approximately 4 billion IPv4
addresses, the increasing number of new IP-enabled devices, always-on
connections, and the potential growth of less-developed regions have
increased the need for more addresses.

* Internet routing table expansion - A routing table is used by routers to make
best path determinations. As the number of servers (nodes) connected to the
Internet increases, so too does the number of network routes. These IPv4
routes consume a great deal of memory and processor resources on Internet
routers.

e Lack of end-to-end connectivity - Network Address Translation (NAT) is a
technology commonly implemented within IPv4 networks. NAT provides a way
for multiple devices to share a single public IP address. However, because the
public IP address is shared, the IP address of an internal network host is
hidden. This can be problematic for technologies that require end-to-end
connectivity.



6.1.4.2 Introducing IPv6

Number Name Scientific | Mumber of Zeros
MNotation
1043

1 Thousand
1 Million 106
1 Billion 109
1 Trillion 10012
1 Quadrillion 10%15
1 Quintillion 10418
1 Sextillion 1021
1 Septillion 10724
1 Octillion 10827
1 Nonillion 10430
1 Decillion 10433
10~36
1 Undecillion
Legend

1,000

1,000,000

1,000,000,000

1,000,000,000,000

1,000,000,000,000,000
1,000,000,000,000,000,000
1,000,000,000,000,000,000,000
1,000,000,000,000,000,000,000,000
1,000,000,000,000,000,000,000,000,000
1,000,000,000,000,000,000,000,000,000,000
1,000,000,000,000,000,000,000,000,000,000,000

1,000,000,000,000,000,000,000,000,000,000,000,00
0

| There are 4 billion IPvd4 addresses
I There are 340 undecillion IPv6 addresses

Improvements that IPv6
provides include:

e [ncreased addresses

e Improved packet

e Eliminates the need for
NAT

e Integrated security -
IPv6 natively supports
authentication and
privacy capabilities



IPv4 Header IPv6 Header
Version IHL Type of Service Total Length Version Traffic Class
. Payload Length MNext Header Hop Limit
Identification Flags Fragment Offset
Time-to-Live Protocol Header Checksum
Source IP Address
Source Address
Destination Address
Destination IP Address
Options Padding
Legend Legend
() - Field names kept from IPv4 to IPv6 () - Fisld names kept from IPv4 to IPv6
C] - Name and position changed in IPv6 C] - Name and paosition changed in IPv6

() - Fields not kept in IPv6 ) - New field in IPv6



6.1.4.4 IPv6 Packet Header ‘

Version Traffic Class Flow Label

Payload Length Mext Header Hop Limit

Source |P Address 40

Bytes

Destination IP Address




6.1.4.5 Sample IPv6 Header ‘

vi hitpcap [Wecshark LAZ (SN Rewv 44520 o [lrenk LI

al0lxi
Oe O ¥en Or Cotre ddvie Jutsts Toghon Ik pleswls Beb
PEAGE EEXRBE AesuT2E AQanD/ gvR e B
M- - : -t Vu T pwy . .- =

46 325.030792 2001 :678:102d:0:2d0: 0 M2Tee 2002 :678: 0001 7¢O 12 TCP

47 325.030878 2001 :1678:900: 7e0r 12 2000 :167511020:01 200 1CF

4K 325, 051064 2001 :GfR:1020:0:240;:0f f:fee 2000:618:900:7¢0: 1 21CH

49 1250004351 2000 :6F8:102d:0:2d0: 0 F:Ten 2000 :875:000:720: : 2NTTP
SO 325.045396 2001 (672:900:Te0: 2 2001 :618:1024:0: 2d0TCP 1505 [Tcr seguent of 4 reassmbled Pou)
51 325.045525 2001 :618:900:Tc0: 12 2008 1618:102d:0: 200 TP 901 wrre/ i1 200 ok (texc/Mel)

| ]

M4 GET J WTTP/1,0

24 50201 > MREP [SYN] 5€qe0 WIN=ST60 Lan=0 b
£2 btp » 59201 [svN, K] Segel Ack=l winst
74 39201 > Mitp (K] Seqel Ackel Wine3700 &

v srame 46: % bytes on wire (752 bits), % bytes captwred {752 bits)
¢ Ethernet 11, Src: mMsingTec_ed:ef de (00:00:059:e3:e8:de), Ost: Ibm B2:95:b3%

CO0:11:2%:82:9%:b%)

R ccees OD00 0000 o ancnr asas aons asan - Traffic class: OuQO000000
............ 0000 0000 0000 0000 0000 = Flowlabel: Dx00000000
Payload length: 40
NexT header: TP (6)
wop Mimit: o4
Source: 2000:0F85:102¢:0:240:9ff ;feel:esde (J001:678:0000:0:200:01f :Teei:esde)
[Source SA MAC: mafngTec _el:ef:de (00:d00:00:0k:08:80))
pestination: 2000 6781 900:7¢c0! 12 (2001:167£:900:7¢0::2)
[Source Georv: wknown]
[Cestination Geolf: unknown)

+ Tramsaisaion Control Protocol, Sre Pert; SR201 (30001), Oat Pert: NWttp (80}, Seq: 0, Len: O

When viewing IPv6 Wireshark
captures, notice that the IPv6
header has markedly fewer fields
than an IPv4 header. This makes
the IPv6 header easier and
quicker for the router to process.

The IPv6 address itself looks very
different. Because of the larger
128-bit IPv6 addresses, the
hexadecimal numbering system is
used to simplify the address
representation. IPv6 addresses
use colons to separate entries

into a series of 16-bit hexadecimal
blocks.



IPv6 Header Fields

Payload Length
ls always set to 0110 |dentifies the packet fragment size

Traffic Class Mext Header
Classifies packets for congestion contral |dentifies the application type to the upper-layer protocol

Flow Label Hop Limit

Can be set to use the same pathway flow so that packets are not When this value reaches 0, the sender is notified that the packet
reordered upon delivery was not delivered




6.2.1.1 Host Forwarding Decision

»
Local Host

Remote
1 Host
21

e |tself - A host can ping itself by sending a packet to a
special IPv4 address of

e Local host - This is a host on the same network as the
sending host. The hosts share the same network
address.

e Remote host - This is a host on a remote network.
The hosts do not share the same network address.



6.2.1.2 Default Gateway

It is important to note that
the default route, and

therefore, the default | ~ The IP address of the R
gateway, is only used when a '”TE:EGE IEf?EPEEEU“ngE;‘EY
host must forward packets to e an '

a remote network. It is not
required, nor even needs to
be configured, if only sending
packets to devices on the
local network

Local Network Route
192 168.10.0/24 Remote Networks

Direct
Connection




6.2.1.3 IPv4 Host Routing Table

— e .
Entering the netstat -r
f
= command or the equivalent
192.168.10.0/24 . .
route print command, displays
C:\Users\PCl netstat -z three sections related to the
Outout omitteds current TCP/IP network
i} connections:
IPvd Route Table
Active Routes:
Hetwork Destination Hetmaszk Gatewawy Interface Metric L Interface Llst -_—
0.0.0.0 0.0.0.0 192.168.10.1  192.168.10.10 25
127.0.0.0 255.0.0.0 On-link 127.0.0.1 306 * |Pv4 Route Table —
127.0.0.1 255.255.255.255 On-link 127.0.0.1 306
127.255.255.255 255.255.255.255 On-link 127.0.0.1 306 * |Pv6 Route Table -
192.168.10.0  255.255.255.0 On-link  182.168.10.10 281
192.168.10.10 255.255.255.255 On-link  182.168.10.10 281
192.168.10.255 255.255.255.255 On-link  182.168.10.10 281
224.0.0.0 240.0.0.0 On-link 127.0.0.1 306
224.0.0.0 240.0.0.0 On-link  182.168.10.10 281
255.255.255,255 255,255.255.255 On-link 127.0.0.1 306
255.255.255,255 255,255.255.255 On-link  182.168.10.10 281

<Qutput omitted=



6.2.1.4 IPv4 Host Routing Entries

-
-H\I
)
192.168.10.0/24
C:\Users\PCl> netstat -r : :
To help simplify the output,
<Q0utput omitted> : H
’ the destination networks
TPv4 Route Table can be grouped into five
Active Routes: sections as identified by the
Hetwork Destination Hetmask GCateway Interface Metric . .
0.0.0.0 0.0.0.0 192.168.10.1 192.168.10.10 25 hlghhghtEd areas on the
127.0.0.0 255.0.0.0 On-link 127.0.0.1 306 i )
127.0.0.1 255.255.255.255 On-link 127.0.0.1 306 followmg slide:
127.255.255.255 255.255.255.255 On-link 127.0.0.1 306
192.168.10.0  255.255.255.0 On-link 192.168.10.10 281
192.168.10.10 255.255.255.255 On-link 192.168.10.10 281
192.168.10.255 255.255.255.255 On-link 192.168.10.10 281
224.0.0.0 240.0.0.0 On-link 127.0.0.1 306
224.0.0.0 240.0.0.0 On-link 192.168.10.10 281
255.255.255.255 255.255.255.255 On-link 127.0.0.1 306
255,255.255.255 255.255.255.255 On-link 192.168.10.10 281

<Qutput omitted=



0.0.0.0

The local default route; that is, all packets with destinations that do not match other specified addresses in the routing
table are forwarded to the gateway. Therefore, all non-matching destination routes are sent to the gateway with IP address
192.168.10.1 (R1) exiting from the interface with IP address 192.168.10.10. Note that the final destination address
specified in the packet does not change; rather, the host simply knows to forward the packet to the gateway for further
processing.

127.0.0.0 — 127.255.255.255

These loopback addresses all relate to the direct connection and provide services to the local host.

192.168.10.0 - 192.168.10.255

These addresses all relate to the host and local network. All packets with destination addresses that fall into this category
will exit out of the 192.168.10.10 interface.

. 192.168.10.0 - The local network route address; represents all computers on the 192.168.10.x network.

. 192.168.10.10 - The address of the local host.

. 192.168.10.255 - The network broadcast address; sends messages to all hosts on the local network route.
224.0.0.0

These are special multicast class D addresses reserved for use through either the loopback interface (127.0.0.1) or the host
IP address (192.168.10.10).

255.255.255.255

The last two addresses represent the limited broadcast IP address values for use through either the loopback interface
(127.0.0.1) or the host IP address (192.168.10.10). These addresses can be used to find a DHCP server before the local IP is
determined



6.2.1.5 Sample IPv4 Host Routing Table

if PC1 wanted to send a packet to
192.168.10.20, it would:

192.168.10.0/24 1. Consult the IPv4 Route Table.
e PP— 2. Match the destination IP address

<=0utput omitted= Wlth the 192.168.10.0 NEtWOrk
i Destination entry to reveal that the

Actiwve Routes:

Hetwork Destination Netmask . Gatewa'jr . In-_erfai‘:e Matric host iS On the Same netWO rk (On-
0.0.0.0 0.0.0.0 192.168.10.1 192.168.10.10 25
127.0.0.0  255.0.0.0 On-link 127.0.0.1 306 |mk)
127.0.0.1 255.255.255.255 On-link 127.0.0.1 306 .
127.255.255,255 255,255,255.255 On-link 127.0.0.1 306
1592 .168.10.0 233 . 405 .43a .0 On—-link 1%2.168.10.10 281 3. PC]. WOUld then Send the paCkEt
192.168.10.10 255.255.255.255 On-link 192.168.10.10 281 . . . .
192.168.10.255 255.255.255.255 On-link 192.168.10.10 281 toward the final destination using
224.0.0.0 240.0.0.0 On-link 127.0.0.1 306
224.0.0.0 240.0.0.0 On-link 192.168.10.10 281 : :
255.255.255,255 255.255,255.255 On-link 127.0.0.1 306 Its Iocal Interface (1921681010)
255,255.255,255 255,255,255.255 On-link 1892.168.10.10 281

<=Qutput omitted=



6.2.1.5 Sample IPv4 Host Routing Table
If PC1 wanted to send a packet to a
10 5 remote host located at 10.10.10.10, it
. 10. m 10.10

192.168.10.0/24 would:
1. Consult the IPv4 Route Table.

2. Find that there is no exact match for

C:\Users\PC1> netstat -r the destination IP address.
<Output omitted= 3. Choose the local default route
{Fvi Rouse Tabie - (0.0.0.0) to reveal that it should
Active Routes: forward the packet to the
Hetwork Destination Hetmask Gateway Interface Matric
0.0.0.0 0.0.0.0 192.168.10.1 192.168.10.10 25 192.168.10.1 gateway address.
127.0.0.0 255.0.0.0 on-link 127.0.0.1 306
127.0.0.1 255.255.255.255 On-link 127.0.0.1 306 4. PC1then forwards the packet to the
127.255.255.255 255.255.255.255 On-link 127.0.0.1 306 gateway for using its local interface
192.168.10.0  255.255.255.0 On-link 192.168.10.10 281 .
1582.168.10.10 255.255.255,255 On-link 192.168.10.10 281 (192.168.10.10). The gateway device
192.166.10.255 255.255.255,255 On-link 192.168.10.10 281 .
224.0.0.0 240.0.0.0 On-link 127.0.0.1 306 then determines the next path for
955.255.255,255 255,255,255,255 On-link 127.0.0.1 306 o
955,955,255,255 255,255,255, 255 On-link 192.168.10.10 281 destination address of 10.10.10.10.

<Qutput omitted=




6.2.1.6 Sample IPv6 Host Routing Table

fed0:;:2cd0:3071:e/18:a92G6/128
2001:db8:9d38:953¢c:2c30:3071:e718:a926/128

The IPv6 Route Table section displays four
:) columns which identify:
* |f - Lists the interface numbers from the
Interface List section of the netstat —r
command. The interface numbers

F
feB0::/128

C:hTzer=\PCl> netetat -r

<QOutput omitted=>

IPvE Foute Table correspond to the network capable
frive Romeen: T interface on the host, including Ethernet,
If Metric HNetwork Destination Gateway W|_F|’ and Bluetooth adapterS.
16 EE 200 On-link
1 306 ::1/128 Gn-1ink  Metric - Lists the cost of each route to a
16 58 2001::/32 On—1ink ) ) .
16 306 2001:0:9d38:953c:2c30:3071:e718:2926/128 destination. Lower numbers indicate
On—-link
15 281 feB0::/64 On-link preferred routes.
16 306 f=eB0::/ 64 On-link ° H H _ 11
16 306 feBO::2030:3071:2718:2026,/128 NEtwork Destlnatlon LIStS the
i N ”“;;i“k reachable networks.
15 281 fefll::bles:cdas:all?:271£/12¢ .
On-1ink * Gateway - Lists the address used by the
1 306 EFEQO::/ 8 On—-link
16 306 ££00::/8 Sy local host to forward packets to a remote

_ FEL FEOD::/E Ot ink network destination. On-link indicates

<Output omitted> that the host is currently connected to it.




Interactive Activity — ldentify
Elements of a Host Routing Table

Entry

A partial host routing table entry is
shown. Each section of the entry is
identified by a circled letter above it.

Select the correct routing table entry
segment for each output statement by
clicking the appropriate column.

Y'ou have successfully chosen the
correct host routing table entry as
described.

C:\Documents and Settings\cisco>netstat -r
Route Table

<Qutput omitted=>

O )

B

Q

Active Routes:

Network Destination Netmask Gateway
0.0.0.0 0.0.0.0 192.168.1.1
127.0.0.0 255.0.0.0 127.0.0.1
192.168.1.0 255.255,.255.0 15%2.168.1.100

Interface Metric
192.168.1.100 20
127.0.0.1 1
192.168.1.100 20

| 192.168.1.100 235.255.295.235 127.0.0.1 127.0.0.1 20

A|lB|Cc|D]|E

1. The physical interface IP address used to send the packet to the gateway.
2. The route cost — lower numbers are best.
3. The reachable networks available.

4. The network address is found in this column.




Directl cted
Irectly ““n"rrl;'e Remote networks

192.168.10.0/24

209.165.200.224/30

Directly connected

1692.168.11.0/24 network 10.1.2.0/24
Directly connected Remote networks
network

R1 has three directly connected networks: 192.168.10.0/24,
192.168.11.0/24, and 209.165.200.224/30. R1 also has two remote

networks that it can leam about from R2: 10.1.1.0/24 and
10.1.2.0/24.




6.2.2.2 IPv4 Router Routing Table

192.168.11.0/24

0 192.168.10.0/24

10.1.1.0/24

10

209.165.200.224/30
226

229
=0/0/0

10.1.2.0/24

FEl$show ip roube

Codes: L — local, © - connected, S5 - atatic, R — RIF, M — mobile, B - BGP

D — EIGRF, EX - EIGEF external, O — 0OSPF, IAR — OSPF inter area

N1l - OSPF HNS5A external type 1, N2 - OSFF NSSA external type 2

El - OEFF external type 1, EZ2 — OSPF external type 2, E — EGP

i - I5-I5, L1 - IS-IS level-1, L? - IS-IS lewel-2, ia -

I5-I5 inter ares

* — candidate default, U - per-user static route, o — ODR

F — periodic downloaded static route

Gateway of last resort i=s not ast

10.0.0.0/8 iz wvariably subnetted, 2 subnets, 2 masks

D 10.1.1.0/24

Seriald,/ 0/ 0

b o I T L T W ¥

[80/2170112] wia 209.165.200.226, 00:00:05,

T T e e P N i T T I . T T T AN AN M5

When a packet arrives at the
router interface, the router
examines the packet header to
determine the destination
network. If the destination
network matches a route in the
routing table, the router forwards
the packet using the information
specified in the routing table. If
there are two or more possible
routes to the same destination,
the metric is used to decide
which route appears on the
routing table.



6.2.2.3 Directly Connected Routing Table Entries

f_:f g ﬁ;; The routing table stores information
\ ” ! about both directly-connected and

remote routes. As with directly

qo 192.168.10.0124 0 connected networks, the route source

identifies how the route was learned. For
example, common codes for remote
networks include:

J S - Identifies that the route was
manually created by an administrator to
192.168.11.0/24 10.1.2.0/24 reach a specific network. This is known as
a static route.
A 3 - . D - Identifies that the route was
[ C 192,.168.10.0/24 is directly connected, GigabitEthernet0/0 1 learned dynamically from another router
L 192.168.10.1/32 is directly connected, GigabitEthernet(/0 using the Enhanced Interior Gateway
Routing Protocol (EIGRP).
Legend . O - Identifies that the route
: - ldentifies how the network was leamed by the router. was learned dynamically from another

router using the Open Shortest Path First
(OSPF) routing protocol.

- |[dentifies the destination network and how it is connected.

D - Identifies the interface through which the routers reaches the destination network.



10 192.168.10.0/24 10.1.1.0/24

GO/
209.165.200.224/30

192.168.11.0/24 10.1.2.0/24
(D 10.1.1.0/24  [90/2170112] wia 208.165.200.226, 00:00:05, SerialQ/0/0 ]

- ldentifies how the network was leamed by the router.

D - |dentifies the destination network.

- ldentifies the administrative distance (trustworthiness) of the route source.

| - Identifies the metric to reach the remote network.

D - |dentifies the next hop IP address to reach the remote network.

- ldentifies the amout of elapsed time since the route was last heard from.

| - Identifies the outgoing interface on the router to reach the destination network.



6.2.2.5 Next-Hop Address

10

o

st -
s I
192.168.10.0/24 a D_ S 10.1.1.0/24

G0/0 "‘-H_ 64.100.0.1 j
_“R_ ol
209.165.200.224/30

225
S0/0/0

192.168.11.0/24 10.1.2.0/24

Codes:

El$# show ip route

L - local, C - connected, 5 - static, R - RIF, M - mchbhile,
E - BGF
D — EIGEF, EX - EIGEF external, 0O — 0O5PF, IA - O5FF inter area

W1l - OSPF HSSE external type 1, H2 - OSPF H55R external typs 2
El - OSPF external type 1, EZ2 - O5FF external type 2, E - EGP
i - IS-I5, L1 - IS-IS lewel-l, L2 - IS5-I5 level-2, ia -

IE-I5 inter area
* — pandidate default, U - per-user static routes, o - OCR

P - periodic downloaded static route

Gateway of last resort i= not set

o T TR T T8+ B S T PP N O ST o e | T emanbrnend A rmmrn b

Packets cannot be forwarded by the
router without a route for the
destination network in the routing table.

If a route representing the destination
network is not in the routing table, the
packet is dropped (that is, not
forwarded).

However, just as a host can use a default
gateway to forward a packet to an
unknown destination, a router can also
be configured to use a default static
route to create a Gateway of Last Resort.

The Gateway of Last Resort will be
covered in more detail in the CCNA
Routing course



6.2.2.6 Sample Router IPv4 Routing Table

10

.

— -
P B
192.168.10.0/24 ‘ D_ ) 1041024
64.100.0.1/ '
209.165.200.224/30 | _

192.168.11.0/24 10.1.2.0/24

Codes:

Fl# show ip route

L — local, C - connected, 5 - static, R - RIF, M - mobile,

B — BGFE

D — EIGEP, EX — EIGRP external, O - 0O5FF, IR - OSFF inter area
Wl - OSPF NESE external type 1, M2 - OEPF N3ER externzl tyvps 2
El - 0O5PF external type 1, E2 — OSFF external type 2, E - EGP

i - I5-I5, L1 - IES-IE lewel-l, LZ - I5S-I5 level-2, ia -

IS-I5 inter area

* — pandidate default, U - per—user static routs, o - OODR

F — periodic downloaded static route

Gateway of last resort is 209.165.200.226 to network 0.0.0.0

IO T i T T i T R e P N O e S S | B e e e

The following examples illustrate
how a host and a router make
packet routing decisions by
consulting their respective
routing tables:

Follow the various routing tables
and illustrations to learn how
routing works



Activity — Identify Elements of a

Router Routing Table Entry 0 B’ @) D B) Q

A partial router routing table entry is

shown. Each section of the entry is D 192.168.1.0/24 [50/3072] via 192.168.3.1, 00:06:03, GigabitEthernet(/0
identified by a circled letter above it.

Select the correct routing table entry A | B | C | D | E | F
section for each output.

1. The elapsed time since the network was discovered.

2. The administrative distance (source) and metric to reach the remote

netwaork. o

You have successfully chosen the 3. How the network was leamed by the router.
correct router routing entry as o

described.

4. Shows the destination network.

V)

5. The next hop IP address to reach the remote network.

6. The outgoing interface on the router to reach the destination network.




6.2.2.8 Lab - View Host Routing Tables

Viewing Host Routing Tables




6.3.1.1 A Router is a Computer

There are many types of infrastructure routers available. In fact, Cisco routers are designed to address the

needs of:

 Branch - Teleworkers, small business, and medium-size branch sites. Includes Cisco 800, 1900, 2900,
and 3900 Integrated Series Routers (ISR) G2 (2nd generation).

 WAN - Large businesses, organizations, and enterprises. Includes the Cisco Catalyst 6500 Series
Switches and the Cisco Aggregation Service Router (ASR) 1000.

» Service Provider - Large service providers. Includes Cisco ASR 1000, Cisco ASR 9000, Cisco XR 12000,
Cisco CRS-3 Carrier Routing System, and 7600 Series routers.

The focus of CCNA certification is on the branch family of routers. The figure displays the Cisco 1900, 2900,

and 3900 ISR G2 family of routers.

Regardless of their function, size or complexity, all router models are essentially computers. Just like

computers, tablets, and smart devices, routers also require:



6.3.1.2 Router CPU and OS

The CPU requires an OS to provide routing and switching functions. The Cisco Internetwork
Operating System (I0S) is the system software used for most Cisco devices regardless of
the size and type of the device. It is used for routers, LAN switches, small wireless access
points, large routers with dozens of interfaces, and many other devices.



6.3.1.3 Router Memory |

Volatile /| Non-Volatile | Stores
RAM Volatile « Running 105
« Running configuration file
« [P routing and ARP tables
+ Packet buffer
RO Mon-Volatile « Bootup instructions
« Basic diagnostic software
* Limited 105
MY RAM Mon-Volatile « Startup configuration file
Flash Mon-Volatile OS5
«  Other system files




6.3.1.4 Inside a Router

: | Although there are several
Ay _ o different types and models of

"t e

UF P - routers, every router has the

?‘N(J\?I\g?\/tln)eaﬁﬁgﬁoot . same general hardware

memory used for storing com ponents_
the ROMMON boot code - '

as well as NVRAM data.

The figure shows the inside of a
Cisco 1841 first generation ISR.
Click the components to see a
brief description of the
components.

Click the highlighted areas for more information.



EHWIC 0 LAN interfaces

Double-wide EHWIC slots port

e Enhanced high-speed WAN
interface card (EHWIC) slots -
Two slots that provide
modularity and flexibility by
enabling the router to support

Two 4 GB flash Console
e Pies different types of interface
modules, including Serial, digital
Consale UsB subscriber line (DSL), switch
n‘,{,ﬁi e port, and wireless.




[ WAN interface [ AUX port LAN interfaces ]

e A

Console USB Console
Type B RJ-45




Slots for WAN interfaces

e Console - Uses a low speed
serial or USB connection to
provide direct connect, out-of-
band management access to a
Cisco device.

e Telnet or SSH - Two methods
for remotely accessing a CLI
session across an active
network interface.

e AUX port - Used for remote
management of the router

LAN interfaces using a dial-up telephone line
and modem.




6.3.1.8 Activity - Identify Router Components

Router Component Name Function/Description

.9 WAN interface Connects routers to extemal networks, usually over a
large distance.

® Telnet or S5H A way to remotely access the CLI across a network
interface.

9 LAN interface Connects computers, switches, and routers for intermnal
networking.
A local port which uses USB or low-speed, serial

9 connections to manage network devices.

ALY nort A port to manage routers — using telephone lines and



6.3.1.9 Lab - Exploring Router Physical Characteristics

Exploring Router Physical Characteristics




6.3.1.10 Packet Tracer - Exploring Internetworking Devices

Exploring Internetworking Devices




6.3.2.1 Cisco 10S

OPERATING
©

B &2 == E

S
Y
SECURITY

-

RE SOURCE
MANAGEMENT

S

The 10S file itself is several
megabytes in size and similar
to Cisco I0S switches, is stored
in flash memory.

Using flash allows the 10S to be
upgraded to newer versions or
to have new features added.
During bootup, the IOS is
copied from flash memory into
RAM.

DRAM is much faster than
flash; therefore, copying the
|OS into RAM increases the
performance of the device.



6.3.2.2 Bootset Files

FLASH RAM Interfaces

|05 image

c1900-universalk9-

[ Cisco 105 ]
mz.SPA.152-4 M1 bin

[ Other system related files ]

startup-config Load startup-config [ running-config ]




How a Router Boots Up

e The curriculum illustrates the step by step

Load bootstrap process of booting up

Flash H )
Cisco Intemnetwork |  Locate and load operating
TFTP Server l i Operating System system
NVRAM
Locate and load
TFTP Server p— Configuration mnﬁgu:?hnn file
Console | enter "setup mode

System Bootstrap, Veraion 15.0(1r)M15, RELERSE SOFTWREE (£fcl)

Technical Support: hittp://www.cisco.com/techsupport

<putput omitted>




6.3.2.4 Show Version Output

Router{show version

Cisco I0OS Software, C1900 Software (C1300-UNIVERSALES-M),
Version 15.2 (4)Ml, RELEASE SOFTWARE (fcl)

Technical Support: htip://www.cisco.com/techaupport
Copyright (o) 1986-2012 by Cisco Syatems, Inc.

Compiled Thu 26—Jul-12 15:34 by prod rel team

ROM: System Bootstrap, Version 15.0(1lr)Ml5,
BELEASE SOFTWAEE (fcl)

Fouter uptime is 10 hours, 9 minutes

Sy=stem returned to ROM by power—on

Syetem image file is

"flashl :cl300-universalkY-m= SPA.15:2-4 Ml .ban"
Last reload twvpe: Normal Beload

Last relpgad resson: powsar—on

<Clutput omitted=

Cisco CISCO1941/E9 (revision 1.0)
with 446464E/TTB24EK bytes of memory.

Pronocesanr bnard IO FTELAYASd8 T

You can use the show version command to
verify and troubleshoot some of the basic
hardware and software components of the
router. The command displays information
about the version of the Cisco 10S software
currently running on the router, the version of
the bootstrap program, and information about
the hardware configuration, including the
amount of system memory.



6.3.2.5 Video Demonstration - The Router Boot Process

|OS Boot Process

Cisco Networking Academy
IOS Boot Process

Course Objective

- To examine the router boot process from within a
console session.

> 11) 0:02/ 438 (1) Q Vﬂ'm AL,
. 4



Perform POST (hardware check)— performed by built-in ROM
chip

Load Bootstrap (copied from ROM to RAM — locates the 10S)

Load the I0OS (operating system file for the router — loaded into
RAM after Bootstrap finds the 10S
file to be used)

Load the Configuration File from FLASH (NVRAM), a TFTP
Server OR Go into Setup Mode (to create a Configuration file)




10.1.1.0/24

10

192.168.11.0/24

FEouter>anable
Fouterfeconfigure terminal
Enter configuration
commands, one per line.
End with CNTL/E.

Fouter (config) $hostnama R1
Rl (config)#

—

OR

10.1.2.0/24

Router>an

Routerfeconf t

Enter configuration
commands, one per line.
End with CNTL/Z.

Router (config) #ho R2

R2 (config) #
—




10.1.1.0/24

192.168.11.0/24 10.1.2.0/24

Rl (config) #enable secret class

Rl (config) #

Rl {config) #line console 0

Rl (config-line) #password cisco

Rl (config-line)#login

Rl (config-line) $axit

Rl (config) #

Rl (config) #line vty 0 4

Rl (config-line) #password cisco

Rl (config-line) #login

Rl (config-line) faxit

Rl (config) #

Rl (config) #service password-encryption
Rl (config) #
—

10



10.1.1.0/24

10

192.168.11.0/24 10.1.2.0/24

Rl {config) #banner motd #
Enter TEXT message. End with the character "#'.

FEEFEEFFEELE AT TEAE AT AT R FA AT T AL I AT REAL TSI AT TR AT LA TS

WABNING: Unauthorized access is
prohibited!

e e e e e e R e e e e e e e
#

Rl (config) #
—




10.1.1.0/24

GO/O
209.165.200.224/30

192.168.11.0/24 10.1.2.0/24

El#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[ O]

Rl#

—




Configuring a Cisco Router

Enter the commands to configure the name of the router as 'R1'.

Fouters enable

Fouterd

Show All




6.4.1.2 Packet Tracer - Configure Initial Router Settings

Configure Initial Router Settings

In this activity, you will
perform basic router
configurations. You will
secure access to the CLI and
console port using encrypted
and plain text passwords.
You will also configure
messages for users logging
into the router. These
banners also warn
unauthorized users that
access is prohibited. Finally,
you will verify and save your
running configuration.



192.168.10.0/24 1I.'I.1.1.I.'I-'2--=I‘“:I

A0

192.168.11.0/24 10.1.2.0/24

El4conf t b

Enter configuration commands, one per line.

End with CHTL/Z.

Rl iconfig)#

Rl (config) $interface gigabitethernet 0/0

Rl (config-if) #ip address 192.168.10.1 255.255.255.0
Rl (config-if) #description Link to LAN-10

Rl (config-if) #no shutdown

$LINK-5-CHRNGED: Interface GigabitEthernet(/0,

changed state to up
3:LINEFROTO-5-UPDOWN: Line protocol on Interface




6.4.2.2 Verify Interface Configuration

10 192.168.10.0/24 10.1.1.0/24

209.165.200.224/30
226

225
S0/0/0 ] L
Other interface verification

192.168.11.0/24 10.1.2.0/24 commands include:
FEl¥show ip interface brief & . .
Interface IP-Addreas OK? Method Status ¢ Show Ip rOUte N Dlsplays the

contents of the IPv4 routing table

GigabitEthernet0O,/0 152.168.10.1 YES manual up .
GigabitEthernet0/1 192.1658.11.1 YES manual up E Stored In RAM.
Serial0/0/0 209.165.200.225 YES manval up e show interfaces - Dlsplays
.-Sn..=.-r"_.‘a'_|:'_-"|:'_-"1 una:-::-:J:.::_rnEd YES HNVRAM a-:lm?r.':_s.-.r?_::i.velﬁ,r dd StatIStiCS for a” Interfaces on the
Vianl unaasigned TES NVBEAM administrativelwy dg .
R14 device.
ilbping 209,165.200.326 e show ip interface - Displays the
yoe mscepe seguence fo abort. IPv4 statistics for all interfaces on a
Er,._u.'..,. E NNt TOMD 1:-,.::I s o 700 1EC ANN 9985 -.—ll_ router




192.168.10.0/24 192.168.10.0/24

am

=
—

———
—

GO0M

192.168.11.0/24
192.168.11.0/24




6.4.3.2 Default Gateway on a Switch

A default gateway is
used by all devices
that require the use
of a router to
determine the best
path to a remote
destination. End
devices require
default gateway
addresses, but so do
intermediate devices,
such as the Cisco 10S
switch.

192.168.10.0/24 192.168.11.0/24

If the default gateway was not configured on S1, response packets from 51 would not be
able to reach the administrator at 192.168.11.10. The administrator would not be able to

manage the device remotely.

The IP address information on a switch is only necessary to manage the switch
remotely. In other words, to be able to telnet to the switch, the switch must have an
IP address to Telnet to. If the switch is only accessed from devices within the local
network, only an IP address is required.



6.4.3.3 Packet Tracer - Connect a Router to a LAN

Connect a Router to a LAN




6.4.3.4 Packet Tracer - Troubleshooting Default Gateway Issues

Troubleshooting Default Gateway Issues




6.4.3.5 Lab - Initializing and Reloading a Router and Switch

Building a Switch and Router Network




.0.0.0
172.17.0.0/1€ [1/0] vie 172.16.3.1
172.16.0.0/1¢ ix wariably subnetted, 4

.u‘ 2 mmxkx
172.16.236.0/24 [1/0) via 172.16.3.1
172.16.0.0/1¢€ [1/0] vie 172.16.3.1
172.156.1.0/24 is directly connectsd,

sxtEcharnacl/0
172.156.3.0/24 in dirwctly connecesd,
watEchurnec0/1
172.22.0.0/24 ix subostesd, 1 xuhnets
172.22.1.0 [1/0] vie 172.16.1.1
0.0.0.0/0 [1/0] wia 172.16.3.1

Source Host
172.16.1.101

The routing table of a router stores information about directly-

Destination Host
172.16.236.101

172.18.235.0024

17217.0.018

172.18.31

172.22.1.024

connected routes and remote routes.




6.5.1.2 Packet Tracer - Skills Integration Challenge

Skills Integration Challenge




Directly connected
network

182.168.10.0/24
—— 10.1.1.0/24

209.165.200.224/30

Directly connected 10.1.2.0/24

192.168.11.0/24 network Remote networks

Directly connected
network

R1 has three directly connected networks: 192.168.10.0/24,
192.168.11.0/24, and 209.165.200.224/30. R1 also has two remote

networks that it can leam about from B2: 10.1.1.0/24 and
10.1.2.0/24.




6.5.1.3 Summary

Summary

The network layer, or OSI Layer 3, provides services to allow end devices to exchange data
across the network. To accomplish this end-to-end transport, the network layer uses four
basic processes: |IP addressing for end devices, encapsulation, routing, and de-
encapsulation.

The Internet is largely based on IPv4, which is still the most widely-used network layer
protocol. An IPv4 packet contains the IP header and the payload. However, IPv4 has a
limited number of unique public IP addresses available. This led to the development of IP
version 6 (IPv6). The IPv6 simplified header offers several advantages over IPv4, including
better routing efficiency, simplified extension headers, and capability for per-flow
processing. Plus, IPv6 addresses are based on 128-bit hierarchical addressing as opposed to
IPv4 with 32 bits. This dramatically increases the number of available IP addresses






